
 

 

 

  

 

 
 

 
 
 
 

CODE REVIEW 
A Sample Report 

This document provides a sample code review report. Note that this report is not current from a 
technology perspective (in fact, it is more than eight years old), and is intended to represent the level of 
effort and detail that is provided in this standard OSR service only. 
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INTRODUCTION 
This section provides a description of the scope of this project, the status of this document, and a 

summary of the project’s findings and recommendations. 

Project Overview 

Client has engaged OSR to provide consulting assistance with the development of a monolithic IDE Port 

Driver. The primary target platform for this driver is Windows “Whistler”, however Windows 2000 SP1 

and later support is also desirable. 

Client was specifically interested in assistance in evaluating the driver for MP safety, and the correctness 

of Cancel, Timeout, IOCTL handling.  

The project has proceeded in the following stages since October: 

1. OSR began an initial review of the Port Driver code for the purpose of familiarization on 16 

October; 

2. Client’s staff met with OSR consulting partner Peter Viscarola at OSR’s offices on 17-18 

October for an initial architecture and design review; 

3. Between the October review and the development of this report, OSR provided occasional 

answers to specific questions and issues regarding the Port Driver raised by Client via email. 

4. In mid-December, Client provided OSR an updated version of the Port Driver code.  This new 

version reflected additional testing and development, as well as feedback from the October 

code review. OSR performed the bulk of its design and implementation review using this 

code, with updates received again in January. 

5. A final review and discussion took place on 11-12 January. 

This report is based on OSR’s December-January work reviewing the driver, with updates from the 11-12 

January code review. 

Document Status 

This document reflects the combined results of the October and January OSR code reviews.  It is final in 

status, and reflects updates from the 11-12 January meeting. 

Summary of Review Findings 

Our major finding is that the Port Driver1 is generally well conceived, well structured, and well 

commented.  We note that the development of bus drivers and monolithic port drivers is neither 

                                                           
1
 The Client code was initially structured into Port Driver and Miniport Driver.  This structure was apparently eventually 

combined, as the sources appear in a single directory in the final code drop we received.  The driver was always built as a 

single executable Port Driver.  While our major effort has been focused on the Port Driver component itself, we have also 

performed cursory reviews of the Miniport and Bus Driver components.  Thus, when we refer to the Port Driver, we actually 

mean all the components (Port, Miniport, and Bus) of the driver group that we reviewed. 
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documented nor supported by Microsoft. Thus, getting such a driver to work reliably2 is a major 

engineering accomplishment. 

During the course of our two reviews and our email interactions, OSR identified and assisted in the 

correction of several implementation details in the driver.  These included the handling of a number of 

IOCTL requests, a race condition around device queuing, issues regarding how request cancellation is 

handled, a few performance optimizations, and several other minor problems.  During the review we 

also suggested a number of improvements or alternate approaches to the way in which functionality 

was implemented. More often, we were able to verify that the processing being performed in the driver 

within a particular path appeared to be appropriate, thus ruling-out a potential source of problems. 

During our October review we also had, and we continue to have, serious questions regarding the 

driver’s cancellation routines (adapted from reference routines provided by a well-known driver 

consultant).  As we were asked to focus on cancellation, we have made a number of new, additional, 

observations, and several suggestions for improvement, in this report. 

Another important point, discussed during our January review, was lack of support in the driver for DMA 

operations on Windows 2000 Datacenter server systems that are configured with more than 4GB of 

physical memory (PAE systems)3.   

Aside from the few performance suggestions we made during our October review, and on which we 

followed-up during our January review, our work also indicated that significant performance gains were 

not likely to be possible, even with substantial software architecture changes. While we did not 

undertake a detailed performance study, our code examination suggested that the main performance 

limitation is likely to be the ability for the hardware to process only one request at a time. Thus, the 

performance of the Port Driver is likely to be just about as good as it’s going to get with the existing 

hardware architecture.  However, this fact did not keep us from suggesting a few additional 

performance “tweaks” which might help. 

REVIEW FINDINGS 
This section describes the findings from the architecture and implementation review. 

General 

The findings in this section pertain to the entire driver. 

Architecture and Design 

The driver is a fully PnP and Power Management compliant monolithic Port Driver for Windows 2000 

(and Windows Whistler4).  The driver creates a Functional Device Object (FDO) for each of the two 

                                                           
2
 Without access to Windows 2000 source code. 

3
 This lack of support is not unusual among specialized Windows 2000 device drivers. 

4
 Any comments we make about the Windows release codenamed “Whistler” must, of course, be considered speculative in 

light of the scant information available. 
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traditional ATA channels, with a Physical Device Object (PDO) exported for each device attached to the 

channel.  The Port Driver FDOs sits atop PDOs created by the Bus Driver to represent each of the ATA 

channels.  Thus, the Port Driver is both a function driver and a bus driver in Windows 2000 parlance.  

The bus driver creates one FDO to describe its instance. Together, the bus and port drivers form a 

correctly conceived Plug and Play stack for Windows 2000 and Window Whistler. 

In addition, the power management present in the bus and port drivers appears to be correct and 

comprehensive.  The supplied code should properly support paging, hibernation, and crash dump 

storage. 

An important limitation to note is that when configured for DMA operation, the driver does not support 

transfers to physical addresses greater than 32 bits (4GB) in length5.  When buffer addresses are 

translated from virtual to physical, the high 32-bits of the returned physical address are ignored (see 

piixio.c, at or near lines 555 and 581).  Adding 64-bit support to the driver would require more than 

merely checking the high 32 bits of translated addresses, however6.  Because the DMA hardware itself 

does not support 64-bit addressing, the driver would have to allocate intermediate buffers with physical 

addresses below 4GB (this can be done using the function 

MmAllocateContiguousMemorySpecifyCache()) and move data between user buffers and the 

intermediate buffers under program control.  The changes required in the driver are not minor, and we 

estimate that they are moderately high risk.  In addition, unless these changes were implemented with 

exceptional care, it is likely that the resulting driver would have no better performance than when it was 

run in PIO mode (even though the driver supported DMA) due to the required data copies. 

We have little concern about the basic architectural limitation of not supporting systems with more than 

4GB of physical memory, given that this configuration is (presently) supported only on Windows 2000 

Datacenter server systems.  However, we would prefer the driver to at least ASSERT its assumption that 

the high 32-bits of translated physical addresses is zero.  Another idea might be for the driver to check 

the BOOLEAN system variable Mm64BitPhysicalAddress during initialization, and fail to load if it is TRUE 

and the adapter is configured for DMA operation (or merely fall-back to PIO if this is possible). 

The only significant architectural feature that is not supported by the driver is Windows Management 

Instrumentation (WMI). This is hardly surprising, given that very little information exists in Windows 

2000 regarding WMI.  It is our opinion that so little information is available, that it is not possible to 

develop generic WMI compliant drivers in Windows 2000.  Note, however, that Windows Whistler will 

likely require WMI support7.  Sadly, we do not have enough information ourselves to provide much 

insight on what WMI operations will be required in Whistler. 

                                                           
5
 There should be no such limitation when using PIO modes of operation, however. 

6
 Here we’re talking about 64- bit physical addressing.  The limitation the driver has is that it will not properly transfer data on 

systems that are physically configured with more than 4GB of physical memory.  We want to be clear that we are not talking 

about support for 64-bit virtual addresses, such as used by the IA64 architecture. 
7
 Though, again, there’s really not enough info available about WMI in Whistler yet to allow this. 
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Structure, Code, and Comments 

We find the decomposition of the driver into modules to be logical and reasonable.  Most modules are 

less than 2000 lines in length, which is a very manageable size.  The three exceptions to this appear to 

be (almost) unchanged code modules from the previous ATA Miniport driver.  Of these modules, the 

longest (atapi.c) is over 6500 lines long. 

We also find the code to be relatively well structured and well commented.  A consistent indenting style 

is maintained throughout the driver. Well-chosen and descriptive variable names are used throughout.  

Thankfully, there is no use of silly ancillary naming conventions such as Hungarian Notation. 

We do have a couple of minor points regarding variable naming: Variable names are not always 

consistent (in some places the variable used for an FDO device extension is “dx”, sometimes it’s 

“devExt”, and it other places it’s ”FDODevExt”) – We prefer to see the same variable names used 

through the driver whenever a given data structure is referred to).  Also there is no consistent use of 

case in variable names – We prefer to see parameters passed into functions be distinguished by starting 

with an upper case letter, and other local variables declared within a function to start with a lower-case 

letter.  However, we must emphasize that these points are minor.   

Throughout the driver, comments are well placed and the intent of the code is typically made clear in 

these comments.  This is true in the normal flow of execution, as well as when potential bugs (typically 

flagged with “BUG BUG”) or tentative actions (typically identified with “??”) are documented.  

Comments appear uniformly up to date, and no cases of “bit rot” (code that does not match the 

comments) were seen.  Lastly, all functions are prefixed by commented routine headers, and the closing 

brace of the function is called-out with the commented function name next to it. 

Overall, we find the driver to be structured and commented better than most of the drivers we review.  

This shows reasonably good engineering discipline, and is especially impressive given that the code was 

not entirely written from scratch, and its on-going evolution, testing, and development. 

I/O Request Processing 

As with all SCSI Port drivers, request processing for this driver focuses almost entirely on the handling of 

IRP_MJ_SCSI (AKA IRP_MJ_INTERNAL_DEVICE_CONTROL) requests.  These requests typically originate 

with the class driver, and reference an SRB to describe an I/O operation. 

One minor note is that we would much prefer to see the Port Driver use the constant IRP_MJ_SCSI 

exclusively (and consistently) to refer to this function, instead of intermixing the names 

IRP_MJ_INTERNAL_DEVICE_CONTROL and  IRP_MJ_SCSI.  While the values of these two constants are 

identical, we have seen less experienced developers confused when these names are used 

interchangeably.  In addition, the name of the operation should reflect its use.  
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Request Initiation 

The Driver serializes I/O requests by queuing its own IRPs.  To accomplish this, a custom implementation 

of StartPacket() and StartNextPacket() using traditional double-linked lists protected via spin locks are 

implemented.  Having its own queue management routines allows the driver maximum control over the 

queuing process.  The queue management routines appear in the file “devqueue.c”.  

The queue management routines appear to be well conceived and well written8.  We particularly like the 

tightly integrated way that requests for alternating units are handled, and the handling of requests that 

arrive after a device has been removed (via the “abortstatus” device queue field). 

In general, would like to see more comprehensive commenting in this entire module given how central it 

is to the functioning of the driver.  We would particularly like to see more extensive comments 

regarding the overall cancel strategy in the driver and its implementation.  We’ll discuss more about 

cancel later. 

During our initial review in October, we discovered a race-condition involving queue management.  This 

race was corrected in the code prior to the December/January code drops. 

We were surprised to not find the RemoveLock acquired down any paths other than that those for PnP, 

Power, Create, and public IOCTL handling.  It seems to us that it is possible that Remove Lock support is 

only partially implemented, and should be extended to these functions.  We are particularly surprised by 

acquisition of the Remove Lock within the IRP_MJ_CREATE dispatch entry point.  We are not sure what 

purpose this is intended to accomplish, and recommend its removal. 

SCSI Requests (IRP_MJ_SCSI) 

When an IRP_MJ_SCSI request arrives at the driver, a check is made to ensure that it can accept 

requests in its current state (and if not, completes the request with STATUS_DELETE_PENDING).  The 

driver then validates the arriving SRB that is coupled with the IRP9.  If the request is being sent to a PDO, 

the Target and Lun for the request are filled into the SRB.  If the request is being sent to the FDO, the 

Target and Lun contained in the SRB are validated (and if not valid, the request is completed with 

STATUS_INVALID_PARAMETER). 

The code then cases based on the SRB function being requested.  The following requests are marked 

pending (IoMarkIrpPending()) and serialized via a call to the StartPacket() function previously discussed.  

We refer to these as “queued requests”: 

 SRB_FUNCTION_EXECUTE_SCSI 

 SRB_FUNCTION_IO_CONTROL 

 SRB_FUNCTION_SHUTDOWN 

 SRB_FUNCTION_FLUSH 

                                                           
8
 The devqueue functions are, in fact, very good examples of object oriented functions written (thankfully) in C. 

9
 This code, which calls MmIsAddressValid() and validates the length of the SRB, looks to us like a good candidate for being 

present only in the debug build of the driver. 
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 SRB_FUNCTION_ABORT_COMMAND 

 SRB_FUNCTION_RESET_BUS 

 SRB_FUNCTION_RESET_DEVICE 

Control requests that are to be handled immediately (and not serialized behind other requests) are 

processed without calling StartPacket().  We refer to these as “synchronous requests”.  The synchronous 

requests handled by this driver are: 

 SRB_FUNCTION_CLAIM_DEVICE 

 SRB_FUNCTION_RELEASE_DEVICE 

 SRB_FUNCTION_LOCK_QUEUE 

 SRB_FUNCTION_RELEASE_QUEUE 

 SRB_FUNCTION_UNLOCK_QUEUE 

 SRB_FUNCTION_FLUSH_QUEUE 

The decision on which requests to serialize and which to process immediately is correct and appropriate.  

One improvement in this code that we might recommend, however, would be separating the processing 

of requests sent to an FDO and those to a PDO prior to any examination of the SRB function code.  Thus, 

the code would have the following structure10: 

SpInternalIoCtl(…) 

{ 

… 

// 

// Check to see whether the device is removed 

// 

if (commonExt->DevicePnPState < CanAcceptIrps) { 

… 

} 

  

 // 

 // Handle the request, depending on the device object to 

 // which it was sent. 

 // 

if(commonExt->IsFdo) { 

 

  status = SpProcessFdoRequest(…); // new func 

 

} else { 

   

  status = SpProcessPdoRequest(…); // new func 

 

 } 

  

if(status != STATUS_PENDING) { 

  

 Irp->IoStatus.Status = status; 

 

} 

 

return(status); 

} 

                                                           
10

 Note that any code segments shown in this report are intended to be illustrative, not complete, comilable, code portions. 
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The advantage of this approach is that it clearly shows which requests are expected (and are allowed) to 

be sent to FDOs and PDOs11.  While not critical, this might provide additional clarity as to the driver’s 

structure. 

The reminder of this section contains specific observations on the processing of immediate 

(synchronous) and queued (asynchronous) SRB requests. 

Synchronous Request Processing 

The synchronous SRB requests are those that are handled immediately, without first queuing the IRP in 

the device queue.  Handling of all requests appears to be appropriate and correct.  

For SRB_FUNCTION_CLAIM_DEVICE we specifically note the correct integration of device claiming with 

PnP device removal processing (the claim flag for the device is correctly reset on any remove operation). 

During our first meeting, Client specifically asked about 

SRB_FUNCTION_CLAIM_DEVICE, and why the Disk Class driver raises an ASSERT in 

the checked build at line 6191 of \classpnp\class.c if Srb->DataBuffer is NULL.  This 

is because the port driver is expected to return a pointer to the device object being 

claimed in Srb->DataBuffer!  This expectation can be clearly seen in the NT V4 

version of the disk class driver.  However, this is obviously a legacy requirement that 

has been supplanted by the implementation of Plug and Play on Windows 2000. We 

are not aware of anywhere, other than this ASSERT (which now actually appears to 

be in error) that this pointer is expected to refer to the claimed device object. 

However, the code for CLAIM_DEVICE handling at \ClientAta\PortIntIoCtrl.C at 

ƭƛƴŜмто ǎƘƻǳƭŘ ǇǊƻōŀōƭȅ ōŜ ŎƘŀƴƎŜŘ ǘƻ ǊŜǘǳǊƴ ǘƘŜ άŎƻǊǊŜŎǘ ǘƘƛƴƎέΦ 

Queued Request Processing 

Like the synchronous requests, the processing of queued requests appears to be appropriate and 

correct12.  We’d like to find something to comment on about these functions, but they all appear to be in 

order. 

IOTCLs 

Public IOCTL handling is done via the function SpIoCtl(), which appears in the module “PortDevIoCtrl.C”.  

As previously noted, we were surprised to find the Remove Lock held through these routines, and not 

through the IRP_MJ_SCSI functions.  In addition, our comment about separating processing for requests 

directed to FDOs and PDOs applies here as well.  This would relieve the individual processing routines 

from each having to check and validate the device object to which the request was sent. 

                                                           
11

 This is also the traditional structure of handling these requests, and is therefore more likely to be familiar to maintainers. 
12

 See the comments regarding queue stalling, described in a prior section of this document. 
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Once again here, processing of requests appears to be reasonable.  As specifically requested, we have 

written extensive documentation regarding the handling of the public IOCTLs.  This documentation 

appears later in this report. 

We would prefer to see the handling of SCSI_PASS_THROUGH and SCSI_PASS_THROUGH_DIRECT 

integrated into one routine13. 

I/O Completion 

A driver typically performs only as well as its I/O completion handling.  The Port Driver appears to 

handle I/O completion reasonably well. 

At our initial review in October, we recommended calling StartNextPacket() before calling 

IoCompleteRequest().  This is a standard technique for increasing device utilization and throughput14.  

This change was implemented in the version of the driver we examined for this review. 

Another potential change to I/O completion we recommended was dequeuing I/O requests from the 

ISR, instead of from the DPC for ISR.  We have seen this technique significantly increase device 

throughput, as it eliminates the (highly unpredictable) latency between the final interrupt from a device 

indicating request completion, and the start of a new request.  The downside of this technique is that 

the driver will no longer pass driver verifier, due to the use of a synch level spin lock15.  We see that this 

change has been partially implemented, controlled by a global BOOLEAN16.  At our January review, we 

discussed in detail what code could be changed to implement this potential optimization. 

Cancel Processing 

We were specifically asked to concentrate our review on request cancellation.  We have done that, and 

our results appear in this section. 

What’s Present 

While the cancel processing in this driver looks reasonably correct, we don’t generally favor the specific 

methods chosen for its implementation. In general, we find the cancel processing to be too aggressive 

and unnecessarily fragile.  We also think the specific tactics chosen are exceptionally difficult to 

                                                           
13

 A trivial point here is to note that the function header (comments) for IOCTL_SCSI_PASS_THROUGH_DIRECT aren’t right 

– An obvious cut-and-paste error. 
14

 And, while initially appearing to be backwards and thus counter-intuitive, makes sense.  Because a request has been 

completed on the adapter, and the adapter is now idle, the driver should get a request initiated on the device as quickly as 

possible.  After starting the new request, the driver can then call IoCompleteRequest(), which can take a surprising long time 

to complete. 
15

 It is interesting to note the use of synch level spin locks is probably not prevented by driver verifier intentionally.  The failure 

in driver verifier results not from calling KeAcquireSpinLockRaiseToSynch(), but rather from the attempt to release a spin lock 

from other than IRQL DISPATCH_LEVEL.  Indeed, the author of the driver verifier code in question was surprised to hear 

about this side-effect, indicating that this was an issue he had not considered. 
16

 The use of a synch-level spin lock in the device queue functions should prevent calling a few functions that are called in the 

device queue functions, such as MmIsAddressValid(). Note that StartPacket() calls this function while holding a synch level 

spin lock, even when ISR dequeueing is selected.  This code has to be moved when ISR dequeuing is complete, to prevent a 

bug. 
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understand, difficult to document and exceptionally error-prone to maintain17. Even though we look at 

cancel routines almost every week, it took us several tries before we could actually understand how this 

code was intended to work18.  

The unneeded complexity we’re talking about is illustrated by the following code segment that appears 

in StartPacket().  Note especially the lines marked A and B: 

    if (pdq->CurrentIrp || StallCount) 
    {// queue this irp 

     

        // See if this IRP was cancelled before it got to us.  

        // make sure either we or the cancel routine completes  

        IoSetCancelRoutine(Irp, cancel); // A 

 

        if (Irp->Cancel && IoSetCancelRoutine(Irp, NULL))//B 

        {// IRP has already been cancelled 

 

            KeReleaseSpinLock(&pdq->lock, oldirql); 

             

            // 

            //  set status 

            // 

            Srb->SrbStatus = SRB_STATUS_INTERNAL_ERROR; 

            Srb->InternalStatus = Irp->IoStatus.Status =  

STATUS_CANCELLED; 

            Irp->IoStatus.Information = 0; 

 

            IoCompleteRequest(Irp, IO_NO_INCREMENT); 

        } 

        else 

  { 
             

            InsertTailList(&pdq->Devhead[Device], 

&Irp->Tail.Overlay.ListEntry); 

             

            KeReleaseSpinLock(&pdq->lock, oldirql); 

        } 

 } 

 else 

 { … // C 

 

This code is intends to queue the arriving IRP.  At the line marked A, we set the routine pointed to be 

the parameter “cancel” into the IRP. 

At the line immediately following this, marked B, we check to see if the request has been cancelled, as 

indicated by the Irp->Cancel flag being set to TRUE.  We also set the cancel routine in the IRP to NULL on 

this line, and check to see if there’s a cancel routine present in the IRP.  

                                                           
17

 We should note here that this cancel code derived from reference code from a third party, so it is not original here.  We like 

the third party’s original code even less than the derivation used here in the Port Driver. 
18

 The point we’re trying to make here is not “We’re really smart and if we can’t understand it easily, who can!”, but rather, “We 

see lots of drivers, written by lots of different people.  Even with all that experience, and knowing the third party reference 

routines, we didn’t find it easy to understand the cancel implementation in this driver.  We’ve seen lots of correct 

implementations that are easier to understand and document.  There should probably be an easier implementation used 

here.” 
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Irp->Cancel will be TRUE if the IRP has been cancelled between the time it was created and when the 

flag is checked (at B).  If IoSetCancelRoutine() returns a non-NULL value at B, the IRP was cancelled prior 

to the cancel routine being set at A, and thus the cancel function will not be called.  As a result, the IRP is 

immediately completed with STATUS_CANCELLED.  The only time IoSetCancelRoutine() will return NULL 

at B, and thus cause the “else” clause to be taken, is if the IRP is cancelled between points A and B, a 

very narrow window (though we note that at this point the cancel code would be spinning on the queue 

spin lock).  In this case, the IRP is queued (at the end of the list, which seems unusual), so it will be 

removed and cancelled when StartNextPacket() is called. 

It’s also interesting to note that if the device is not already busy (or stalled), at the code following the 

point marked C, there is no check at all for the IRP having been cancelled.  Thus, the IRP is processed 

normally and the cancellation is regarded as a “miss”.  There is absolutely nothing wrong with this 

approach19.  In fact, we’d like to see it implemented more broadly in the driver. 

Given that the driver does not presently have a policy that insists on completing all cancelled IRPs with 

STATUS_CANCELLED, the code segment shown above could be simplified considerably: 

    if (pdq->CurrentIrp || StallCount) 

    {// queue this irp 

     

        // See if this IRP was cancelled before it got to us.  

        // make sure either we or the cancel routine completes  

        IoSetCancelRoutine(Irp, cancel); // A 

 

             

              InsertTailList(&pdq->Devhead[Device], 

&Irp->Tail.Overlay.ListEntry); 

             

              KeReleaseSpinLock(&pdq->lock, oldirql); 

 } 

 else 

 { … // C 

 

The only difference between this new code, and the original, is that IRPs that are cancelled prior to point 

A  (both above and in the original) are now processed to ordinary completion via the request queue.  

Given that this is an improbably short window, that I/O requests on this device complete quickly, and 

that this in no way results in improper operation of the driver or operating system, we strongly favor the 

simplified code above. 

What is to us perhaps the most confusing code appears in the StartNextPacket() function, an extract of 

which is shown below: 

 

    while (!StallCount && !AbortStatus && !IsListEmpty(head)) 

    {// start next packet 

        PIRP Irp; 

        PSCSI_REQUEST_BLOCK Srb; 

                                                           
19

 Recall that Win2K will wait approximately 5 minutes before declaring a cancelled IRP “lost”.  Thus, cancellation is really a 

matter of convenience, and not a matter of correctness. 
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        PIO_STACK_LOCATION irpStack; 

 

        PLIST_ENTRY next = RemoveHeadList(head); 

        Irp =  

CONTAINING_RECORD(next, IRP, Tail.Overlay.ListEntry); 

 

        // Nullify the cancel pointer in this IRP. If it was 

        // already NULL, someone is trying to cancel this IRP right now.  

        // Reinitialize the link pointers so the cancel routine's call to  

        // RemoveEntryList won't do anything harmful and look for another IRP. The  

        // cancel routine will take over as soon as we release the spin lock 

 

        if (!IoSetCancelRoutine(Irp, NULL)) 

        {// IRP being cancelled right now 

            ASSERT(Irp->Cancel);    // else CancelRoutine shouldn't be NULL! 

            InitializeListHead(&Irp->Tail.Overlay.ListEntry); // X 

 

            StallCount = pdq->stallcount[pdq->CurrentDevice]; 

            continue;           // with "start next packet" 

        }                   // IRP being cancelled right now 

 

The developer here deserves credit for trying to make the code understandable.  Note the call at point 

X, where the driver initializes the IRP’s internal queue entry by calling InitializeListHead(), after the IRP 

has already been removed from the device queue’s linked list.  Of course, we’re not initializing a list 

head here, but rather the pointers for a list entry.  Clearly, the initial designer of this code20 just 

happened to know that the list head and list entries are initialized identically, so that calling 

RemoveEntryList() in the cancel code will result in the orphan IRP being properly removed from no list.  

We cannot think of any justification for writing this sort of code, which relies upon side effects to work 

and unusual developer knowledge to maintain21. 

This code could instead be written to NOT remove the IRP prior to examining the cancel routine.  If the 

cancel routine was found to be NULL, then the IRP could simply be left on the list. 

Alternatively, the cancellation code could search the list for the IRP to be cancelled, instead of blindly 

using the RemoveEntryList() function.  If the IRP was not found on the device queue’s linked list, the 

cancel routine could just return.  This would be paired with no check at all in the StartNextPacket() code, 

resulting in the very small window that is now closed via the call to InitializeListHead() being ignored and 

the request being processed normally.  This would simply result in another “missed” cancellation.  

Again, no problem. 

A Much Simpler Alternative 

Assuming the developer believes that it’s important to even bother to handle cancel in this driver22 we 

can recommend that all of cancellation be handled with the following code in StartNextPacket(): 

    while (!StallCount && !AbortStatus && !IsListEmpty(head)) 

                                                           
20

 Third party, again. 
21

 This was the nicest thing we could think of to write here.  Initially, sentences with the word “nauseating” came to mind, but of 

course, we would never write such a sentence in one of our reports.  
22

 We are not convinced that it’s necessary to handle cancel in this driver at all.  Thus leaving out cancel handling entirely 

would be our first choice. 
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    {// start next packet 

        PIRP Irp; 

        PSCSI_REQUEST_BLOCK Srb; 

        PIO_STACK_LOCATION irpStack; 

 

        PLIST_ENTRY next = RemoveHeadList(head); 

        Irp = CONTAINING_RECORD(next, IRP, Tail.Overlay.ListEntry); 

 

        // Has this IRP been cancelled?  If so, don’t bother 

        // processing it on the device.  Just complete it here. 

        // 

        if (Irp->Cancel) 

        { 

      Irp->IoStatus.Status = STATUS_CANCELLED; 

            Irp->IoStatus.Information = 0; 

            IoCompleteRequest(Irp, 0); 

 

            StallCount = pdq->stallcount[pdq->CurrentDevice]; 

            continue;       // with "start next packet" 

        }
23
                    

 

The code above would be paired with using no calls to IoSetCancelRoutine() anywhere in the driver.  

Thus, a cancel routine would never be set.  In addition, no cancel checks would be required in the 

StartPacket() function. 

The net result of this change would be: 

 If an IRP was cancelled before it arrived in the dispatch routine, and the dispatch routine 

resulted in the IRP being queued, that IRP would be queued and then cancelled during 

StartNextPacket(); 

 If an IRP was cancelled before it arrived in the dispatch routine, and the dispatch routine 

resulted in the IRP being processed without first being queued, that IRP would be processed 

as a cancel “miss”; 

Comparatively speaking, this delays cancellation of an IRP by the amount of time it takes to process all 

the IRPs queued to the device at the time that the IRP is cancelled.  Realistically, this probably amounts 

                                                           
23

 In practice, it might be nice to drop the queue lock around the call to IoCompleteRequest().  But note that this shouldn’t 

present any problem… because there’s no more cancel routine to worry about!  Also, don’t forget that the SRB status will 

need to be set here as well.  



 CODE REVIEW  A Sample Report 

 

16 ©| OSR Open Systems Resources, Inc. 

 

to a few hundred milliseconds.  Worst case, this might amount to a few seconds.  Proper device and 

driver operation are certainly preserved. 

What is gained by this approach is much simpler, more predictable, and more maintainable driver code. 

 

Plug and Play Processing 

We did not spend a great deal of time reviewing the plug and play code in this driver, as most of the 

important PnP code resides in the bus driver.  However, the work that we did perform found no 

significant problems.  A few specific items are mentioned below. 

During our first meeting, Client asked if it was either necessary or advisable to deny 

QUERY_STOP requests when the device is in the paging path.  We checked into this, 

and the answer is YES!  A driver IS supposed to deny QUERY_STOP (as well as 

QUERY_REMOVE, of course) if it is in the paging path.  It does not need to deny the 

QUERY_STOP request, however, if it is in the paging, hibernation, or crash dump 

path.  

Between the initial and our final review, we identified a few small issues in PnP processing.  Specifically, 

it’s necessary to call IoGetConfigurationInformation() and use the returned pointer to increment the 

number of SCSI Port devices (as well as the number of hard disks, CDs,  tapes, etc) found.  Similarly, 

these counts need to be decremented if the device is removed. 

During our first meeting, Client asked us to verify that calling 

LƻwŜƭŜŀǎŜwŜƳƻǾŜ[ƻŎƪ!ƴŘ²ŀƛǘόύ ǿŀǎ άǎǳǇǇƻǎŜŘ ǘƻέ ŎŀǳǎŜ ŀƭƭ ǎǳōǎŜǉǳŜƴǘ Ŏŀƭƭǎ ǘƻ 

IoAcquireRemoveLock() to fail.  We checked, and it IS supposed to, and does, cause 

subsequent calls to fail. 

Bus Driver Design and Issues 

As previously mentioned, we did not undertake any sort of a comprehensive review of the bus driver 

component of this project.  However, we did perform a cursory analysis of this module. The plug and 

play processing contained in the module appears to be correct. 

During our first meeting, we promised to verify how bus driver PDOs should be 

handled for remove events.  We did indeed verify that ClientΩs handling is correct: A 

bus driver never actually deletes a PDO unless the device actually goes away.  Of 

ŎƻǳǊǎŜΣ ƛǘΩǎ ƻƴƭȅ ǘƘŜ ōǳs driver that knows (through its knowledge of the bus) if the 

device is actually removed. 
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IOCTL PROCESSING SUMMARY 
During the course of our review, Client’s staff requested that we assemble some documentation to 

assist him in checking the implementation of the public IOCTLs supported by the driver.  We provide 

that information in this section.  Note that to keep this information as useable and concise as possible, 

we do not repeat information that is already present in the Windows NT and Windows 2000 DDK’s 

documentation of these IOCTLs.  Knowledge of that documentation is assumed. 

Implementing IOCTL_STORAGE_QUERY_PROPERTY 

This IOCTL is one of the most complex to implement, because it has a number of variants and precisely 

how to support each of these variants is not well documented. This IOCTL is sent from class drivers (for 

example, the disk class driver sends this IOCTL during Claim processing), and may also be sent from user 

applications.  This IOCTL should properly be sent only to a PDO, but there seems little harm in a driver 

processing appropriate requests sent to the FDO. 

IOCTL_STORAGE_QUERY_PROPERTY passes as input a data structure of type 

STORAGE_PROPERTY_QUERY in Irp->AssociatedIrp.SystemBuffer.  Results are returned in the in the 

same system buffer, in a STORAGE_DEVICE_DESCRIPTOR or STORAGE_ADAPTER_DESCRIPTOR structure 

(depending on the PropertyId being queried), up to the length passed in 

Parameters.DeviceIoControl.OutputBufferLength.   

On input, the PropertyId field of the STORAGE_PROPERTY_QUERY structure is set to indicate the ID of 

the item for which properties are being queried.  Possible values are StorageDeviceProperty (indicating 

that information about the PDO is being requested), StorageAdapterProperty (indicating the information 

about the FDO is being requested), and (for Whistler) StorageDeviceIdProperty (indicating we don’t 

know what!). 

The QueryType field indicates the type of information sought.  Possible values are 

PropertyStandardQuery (which requests the return of standard, complete, information) , 

PropertyExistsQuery (to determine whether or not the indicated device exists) and PropertyMaskQuery 

(to determine the writeable fields in the descriptor). 

One oddity of this IOCTL is that it is perfectly legal to undersize the buffer for this request.  This is done 

deliberately by the disk class driver.  Such requests are completed with STATUS_SUCCESS, and as much 

information as will fit is returned in the SystemBuffer.  The Size field of the 

STORAGE_DEVICE_DESCRIPTOR output buffer24 is set to the TOTAL size required for the complete 

appropriate descriptor and associated data to be returned.  IoStatus.Information is set to the size 

actually returned.  This is discussed further below. 

The easiest of the QueryTypes to process is the PropertyExistsQuery.  When this request is sent to a 

valid destination (that is, StorageDeviceProperty or StorageAdapterProperty is sent to a PDO, or 

                                                           
24

 Well, actually, again it’s either a _ADAPTER_DESCRIPTOR or a _DEVICE_DESCRIPTOR, depending on what’s being 

queried.  But, it doesn’t matter.  The Size field is in the same location in both structures. 
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StorageAdapterProperty is sent to an FDO) set IoStatus.Status to STATUS_SUCCESS, set 

IoStatus.Information to zero, and complete the request.  That’s all.   

Unbelievably, PropertyMaskQuery is almost as easy to process.  This is because we have never seen it 

sent, have never seen it implemented, and we don’t know anybody who knows how it’s supposed to be 

implemented.  So, to process this request, simply set IoStatus.Status to something appropriate (we like 

STATUS_NOT_IMPLEMENTED), set IoStatus.Information to zero, and complete the request.  Again, very 

easy. 

At least for now, processing for the Whistler-specific StorageDeviceIdProperty can be identical to that 

for PropertyMaskQuery.  It is certain, however, that this will need to be implemented for Whistler.  

However, at this time, there is not enough information available to allow us to process this request 

correctly. 

Queries of type PropertyStandardQuery for property ID StorageAdapterProperty are answered by 

returning a (as much as will fit of a) complete STORAGE_ADAPTER_DESCRIPTOR in the .SystemBuffer.  

IoStatus.Status is set to STATUS_SUCCESS, and IoStatus.Information is set to the size of the data 

returned.  In this case, the Size field of the STORAGE_ADAPTER_DESCRIPTOR data structure is set to 

sizeof(STORAGE_ADAPTER_DESCRIPTOR). 

Queries of type PropertyStandardQuery for property ID StorageDeviceProperty are answered by 

returning as much of a completed STORAGE_DEVICE_DESCRIPTOR (and its associated ID data) as will fit 

in the .SystemBuffer.  Worthy of note are the several fields in this structure that end in “Offset” (such as 

“ProductIdOffset”, “VendorIdOffset”, etc).  These fields are to the offset from the start of the 

STORAGE_DEVICE_DESCRIPTOR structure (so, the contents of Irp->AssociatedIrp.SystemBuffer) to the 

start of a NULL terminated ASCII string containing the information, returned by the driver in the 

SystemBuffer.  The returned information typically matches any SCSI Inquiry Data that the driver returns.   

Because the ID strings are returned at the end of the buffer, along with the 

STORAGE_DEVICE_DESCRIPTOR data structure, a user sending this IOCTL will not be able to know in 

advance the required buffer size.  Thus, the user may send a PropertyStandardQuery with an output 

buffer size of (at least) eight.  The driver is expected to complete this request with success, filling in the 

.Size field of the STORAGE_DEVICE_DESCRIPTOR with the buffer size required   to return a complete 

STORAGE_DEVICE_DESCRIPTOR (including the strings).  This is what the class driver does during Claim 

processing. 

One final point about processing PropertyStandardQuery for StorageDeviceProperty:  Though the 

include file ntddstor.h indicates that devices that do not have one of the indicated strings, the 

corresponding Offset field in the STORAGE_DEVICE_DESCRIPTOR structure should be set to 0.  Thus, for 

example, if a device doesn’t have a readily obtainable serial number, the SerialNumberOffset field 

should be returned with a zero.  This documentation conflicts with implementations we have seen (and, 

in fact, with the class drivers distributed with the DDK) that assume a specific set of strings are returned.  

These drivers do not check for zero returns in many fields.  Further, sending this IOCTL to the standard 
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MS SCSI Port Driver results in 0xFFFFFFFF being returned in the SerialNumberOffset field.   So much for 

standard practice, eh? 

Implementing IOCTL_SCSI_GET_ADDRESS 

This IOCTL should only be sent to a PDO.  It is sent to the driver with Irp->AssociatedIrp.SystemBuffer 

containing a pointer to a SCSI_ADDRESS structure.  Parameters.DeviceIoControl.OutputBufferLength 

must be set greater than or equal to sizeof(SCSI_ADDRESS). 

To process this request, the driver fills the port, path, target, and lun into the SCSI_ADDRESS structure, 

and sets the Length field to sizeof(SCSI_ADDRESS).  The request is completed by setting IoStatus.Status 

to STATUS_SUCCESS and IoStatus.Information to sizeof(SCSI_ADDRESS). 

Implementing IOCTL_SCSI_GET_CAPABILITIES 

This request requests information about the SCSI adapter capabilities.  The oddity about processing this 

request is that the contents of Irp->AssociatedIrp.SystemBuffer may be either an IO_SCSI_CAPABILITIES 

structure or a pointer to a non-paged storage location into which to return a completed 

IO_SCSI_CAPABILITIES structure. 

If Parameters.DeviceIoControl.OutputBufferLength is equal to sizeof(PVOID), the contents of 

SystemBuffer is interpreted as a pointer to an IO_SCSI_CAPABILITIES buffer in non-paged kernel virtual 

address space.  The driver fills in the IO_SCSI_CAPABILITIES structure at this pointer, and completes the 

request with STATUS_SUCCESS, setting IoStatus.Information to sizeof(PVOID). 

If Parameters.DeviceIoControl.OutputBufferLength is greater than or equal to 

sizeof(IO_SCSI_CAPABILITIES) then the driver fills in the IO_SCSI_CAPABILITIES structure in the 

SystemBuffer, and completes the request with STATUS_SUCCESS, setting IoStatus.Information to 

sizeof(IO_SCSI_CAPABILITIES). 

If Parameters.DeviceIoControl.OutputBufferLength is anything else (that is, greater than sizeof(PVOID) 

but less than sizeof(IO_SCSI_CAPABILITIES), the request is completed with an appropriate error (we’ve 

always used STATUS_BUFFER_TOO_SMALL for this).  In this case, note that IoStatus.Information is set 

equal to zero. 

Implementing IOCTL_SCSI_MINIPORT 

This IOCTL is used to send requests to specific Miniport drivers.  The request is sent to a specific PDO, 

with an SRB_IO_CONTROL structure in non-paged pool pointed to by Irp->AssociatedIrp.SystemBuffer.  

The PathId, TargetId, and Lun which are the target of the request are implicit in the PDO to which the 

request is sent. The class driver uses IOCTL_SCSI_MINIPORT to support Self-Monitoring, Analysis, and 

Reporting Technology (SMART) requests.  IOCTL_SCSI_MINIPORT requests are also used by Microsoft 

Cluster Services (MCS) to identify SCSI adapters that can and cannot support Windows 2000 clustering. 
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For various virtual SCSI adapter drivers we have developed in the past, we do not support this IOCTL, 

completing it with STATUS_INVALID_DEVICE_REQUEST. 

For real port drivers that support a miniport driver and want to support these this IOCTL, processing an 

IOCTL_SCSI_MINIPORT involves building an SRB to describe the request and passing it (synchronously) 

for processing to the Miniport driver.  An SRB is built with the Function field set to 

SRB_FUNCTION_IO_CONTROL, with flags set to SRB_FLAGS_DATA_IN.  The SRB DataBuffer contains an 

SRB_IO_CONTROL structure with the ControlCode field set to the specific IOCTL function. 

Alternatively, a port driver that does not utilize a Miniport may also choose to process 

IOCTL_SCSI_MINIPORT requests directly, by interpreting the contents of the SRB_IO_CONTROL structure 

itself and performing the action requested by the contents of the ControlCode field. 

Implementing IOCTL_SCSI_PASS_THROUGH and  …_THROUGH_DIRECT 

Both IOCTL_SCSI_PASS_THROUGH and IOCTL_SCSI_PASS_THROUGH_DIRECT are implemented 

identically by a port driver.  These IOCTLs may be sent to either the FDO or the PDO.  When sent to a 

PDO, the port driver is responsible for filling in the PathId, TargetId, and Lun fields in the SRB based on 

the PDO to which the request has been sent.  Otherwise, the path, target, and port for the SRB may be 

assumed to be in the present in the SCSI_PASS_THROUGH structure. 

Both of these IOCTLs are supposed to be sent by users via the appropriate class driver (and therefore 

not directly to the port driver).  A port driver can verify that this is the case by checking the 

MinorFunction field in the current stack location of the arriving IRP.  The disk class driver sets the 

MinorFunction code to a value of one before forwarding the IRP to the port driver.  IRPs arriving directly 

from user mode always have IRP_MN_NORMAL (the value zero) in the MinorFunction field of the 

current I/O stack location. 

For these IOCTLs a SCSI_PASSTHROUGH structure is passed in Irp->AssociatedIrp.SystemBuffer that 

describes the requested operation.  This information includes a CDB that a port driver can interpret for 

direct processing of this request. 

Alternatively, the port driver can use the information provided in the SCSI_PASSTHROUGH structure, 

including the CDB, to build an SRB for the request.  The only real complexity to building the SRB in this 

case is properly setting the DataBuffer field in the SRB.  This field must be set based on the DataBuffer 

field of the SCSI_PASSTHROUGH_DIRECT structure (if a direct passthrough) or otherwise will be an offset 

to the user data buffer, passed at the end of the SCSI_PASSTHROUGH structure, and provided in the 

DataBufferOffset field. In all cases, the Function field in the SRB is set to SRB_FUNCTION_EXECUTE_SCSI.  

The resulting SRB may then be processed (synchronously) by the port driver directly, or pass on 

(synchronously) to a Miniport driver. 
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Implementing IOCTL_SCSI_GET_DUMP_POINTERS 

This IOCTL is sent to a PDO, and is used to retrieve information for crash dump and system hibernation 

processing.  The port driver receives an IRP in which Irp->AssociatedIrp.SystemBuffer points to a 

DUMP_POINTERS structure in non-paged memory.  The port driver fills this structure in, and completes 

the request, settting IoStatus.Status to STATUS_SUCCESS and IoStatus.Information to the size of the 

DUMP_POINTERS structure. 

Unfortunately, while the DUMP_POINTERS structure is documented, the details of processing this 

request are not documented.  Therefore, in our port drivers, we have always completed this request 

with STATUS_NOT_SUPPORTED, and with IoStatus.Information set to zero. 

We can state a few things that we believe are sufficient to get a dump written to a port device (at least 

one that uses programmed I/O and on NT V4), however.  It appears that the entire DUMP_POINTERS 

structure can be zeroed out, and only the MappedRegisterBase field set correctly, and a crash dump will 

still be taken25. 

The MappedRegisterBase field is set to point to the first entry in a list of MAPPED_ADDRESS structures 

allocated from non-paged pool.  Each MAPPED_ADDRESS structure in the list describes a single I/O port 

or shared memory address used by the crash disk device.  An example of how the MAPPED_ADDRESS 

and DUMP_POINTERS structures are filled in appears in the ATDISK.C example in the NT V4 DDK. 

During our first meeting, Client asked us specifically about this IOCTL, and whether 

or not the CommonBufferSize had to be set to a non-zero value.  While we readily 

ŀŘƳƛǘ ǘƘŀǘ ǿŜ ŀǊŜƴΩǘ ǎǳǊŜ Ƙƻǿ ǘƘƛǎ Lh/¢[ ƛǎ ǎǳǇǇƻǎŜŘ ǘƻ ǿƻǊƪΣ ƛǘ ƛǎ ƻǳǊ ƛƳǇǊŜǎǎƛƻƴ 

that the CommonBufferSize field in the DUMP_POINTERS structure may in fact be 

set to zero (it seems to us that the O/S substitutes a default value when zero is 

returned in this field). 

Implementing IOCTL_SCSI_GET_INQUIRY_DATA 

This IOCTL, sent to the FDO, is used to retrieve information about each of the devices on each SCSI bus 

connected to the adapter.  Because it is not possible for a caller to know the number of SCSI buses and 

devices configured in a given system, it is vital that the class driver check the size of the supplied 

OutputBuffer (passed in the current I/O stack location at 

Parameters.DeviceIoControl.OutputBufferLength) before filling in the data buffer with the request.  If 

the buffer size is not sufficient, the driver sets IoStatus.Status to STATUS_BUFFER_TOO_SMALL, and sets 

IoStatus.Information to zero.  Note that unlike IOCTL_STORAGE_QUERY_PROPERTY, a partial buffer is 

not returned.  Further, the number of bytes required to successfully process the request is not returned 

by the port driver (we suppose that the caller has to just guess!). 

                                                           
25

 We admit, this might not work on Windows 2000 or Windows Whistler. 



 CODE REVIEW  A Sample Report 

 

22 ©| OSR Open Systems Resources, Inc. 

 

The port driver returns inquiry data in the non-paged pool buffer pointed to by Irp-

>AssociatedIrp.SystemBuffer.  The returned contents of this buffer contains: 

 A SCSI_ADAPTER_BUS_INFO structure, which indicates the number of SCSI busses on which 

data has been returned in the NumberOfBuses field. 

 As many SCSI_BUS_DATA as there are buses reported in the NumberOfBuses field. 

 As many PSCSI_INQUIRY_DATA structures as there are devices on all reported buses. 

Each of the SCSI_BUS_DATA structures contains the offset from the start of the data buffer to 

SCSI_INQUIRY_DATA for the first device on its bus.  Then, each SCSI_INQUIRY_DATA structure contains 

the offset (from the start of the data buffer) to the SCSI_INQUIRY_DATA for the next device on the bus. 

This request might be sent, for example, when a SCSI device is dynamically attached to a bus26. 

Implementing  IOCTL_SCSI_RESCAN_BUS 

IOCTL_SCSI_RESCAN_BUS is an easy request for most port drivers to implement.  This IOCTL is sent to an 

FDO, and requests that the port driver (or the Miniport driver if one is present) re-examine the indicated 

bus and re-enumerate any attached devices.  

The port driver typically processes this request by enumerating each of the devices on its bus.  It is 

important for the port driver to allow for the fact that new devices can be discovered, or old devices can 

be no longer located, as a result of this scan.  As a result, most port drivers will re-build their list of PDOs 

as a result of this scan, and if any changes are detected call IoInvalidateDeviceRelations(). 

 

                                                           
26

 Though it is rather interesting to note that Microsoft Cluster Services doesn’t seem to issue this IOCTL. 


