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INTRODUCTION

Executive Overview

This is the Interface Definitigorovided as part of the OSR Open Systems Resources, Inc. File Systems
Development Kit (FSDK). As such, this guide serves as the principal definition of the interface to use when
implementing a File System Driver with the File Systems Wrapper provideditas fhe OSR FSDK.

Conventions

In this document, we have adopted the following conventions:

28§ gAff dzaS GKS yIYS G2AYyR264a¢é ¢KSY NBFSNNAy3I (2
Windows Vista. This release of the FSDK will support Winddd®s ndows XP, Windows Server 2003

and Windows Vista. If your file system does not rely upon O/S specific features, it should be binary

compatible with the three separate versions of the FSDK wrapper, although the FSDK Wrapper library will
differ betweenthe systems.

Parameters to functions are shownitalics. The names used are intended to be demonstrative of what a
given parameter represents.

We refer to the OSRRrovided FSDK library as the Wrapper.
We refer to the file system specific code asthB FS6 F2NJ a CAf S {@2aGSY 5NADBSNEO D

In naming the various functions, those with an FS_ prefix are routines that are to be provided by the FSD as
entry points to be called by the Wrapper. The names used are those of their actual type declaration. The
headers wehave used are intended to be descriptive of the function provided by the given FSD entry point.

Routines beginning with Ow are provided by the OSR Wrapper and are intended for use by the FSD when
using Wrappeiprovided services.

The general model for aliperations is to describe the entry point, the parameters, and the general function
of the operation, as well as a general discussion of the potential return parameters.

Finally, we note the status of a particular interface call, that is, if implementiadunction in the FSD is
optional or mandatory.

m ©| OSR Open Systems Resources, Inc.
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Status

While every attempt has been made to ensure that the information is correct in every detail, the nature of
the complex technical materiddereinmayresult inerrors or inconsistenciesAs theyare found and brought

to our attention, this information will be revised and updated. We strongly encourage anyone using this
information to send us their questions or suggestions for improvements. Updated versions will be made
available from time to timeia the normal support channels: either as part of your update or via the OSR
secure FTP servdtp://ftp.osr.com. Please contact OSR for information on obtaining an account on this
server.

Comments should be sent fedkbugs@osr.com This mechanism eases optimal response to any

problems or issues. Issues raised via any other channel may experience unnecessary delay times or even be
inadvertently overlooked. This describes the interface for the FSDK Wrapper. Fundamentally, the Wrapper
component of tkie FSDK is the core portion which implements file system functionality specific to the

Windows operating system.

n ©| OSR Open Systems Resources, Inc.
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CHANGES IN THE \REB_EASE

Overview

The primary focus in FSDK V2.5 was to improve performance, notably in the area of parallel actvitp. Pri
this version of the FSDK, a number of coagemularity locks were being used internally that effectively
made key operations largely serial in nature, leading to bottlenecks for some applicationsoaDwag to
remove these bottlenecks by increiag parallel activity.

Generic Lock Package

Our first task was to improve the internal locking behavior of the FSDK, which was supportedybpdhie

lock package.This package provides an infrastructure for tracking all locks used by a given thiigiadve

FSDK and enforces a locking hierarchy. Such a strict ordering model allowed us to change the internal FSDK
locking and ensure that it was done so in a deadlock free fashion. Any problems observed will immediately
cause the FSDK to halt and repihe issue, providing valuable information about the current lock state.
Generally, bug reports for lock issues that report the current call stack and the debug output (the lock list
printed just before the breakpoint) are sufficient for us to debug sppgcific issues that you might observe.

Parallel Locking

Internally, the FSDK now uses a parallel table of locks to protect its internal file control block (FCB) lookup
table. Correctly supporting this involves calling into your FSD to obtain a haogileriag the correct lock,
calling into your FSD a second time to ensure the file handle has not changed and then locating the correct
cached FCB data structure (if the handle has changed, the FSDK will acquire the correct lock for the new
handle and repetthis process.) Accordingly, you may find it is performant to cache information about the
last file looked up in a given directory.

Impact on FSDHKased File Systems

These revisions do not change the FSDK interface into the file system. Ratherahgg tie behavior
characteristics of the FSDK and how the FSDK interacts with your file system. Where previously you would
have seen serialized activity in your FSD, now you will observe potentially parallel activity within your file
system driver.

Theseperformanceimprovements should allow you to further tune the performance of your own file
system products. While this will benefit all of our customers, we anticipate the greatest gains will be
observed by our customers whose products are used in highwemkistation and all server environments.
Theincreased levels afoncurrent behavionow presentthroughout the FSDKmay uncover latent race
conditions or other bugs within your FSDhus, for those moving their FSD to FSDK V2.5, we strongly
encourageyou to budget additional time for testing/validation, particularly for parallel file activity.

©| OSR Open Systems Resources, Inc.
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COMMON DEVELOPMESSUES

Overview

We have attempted to codify and discuss issues that commonly arise when using the FSDK for development.
Please note that Wile we have attempted to identify these common issues this list should not be

considered as definitive. Indeed, our experience is that each customer utilizes the FSDK in a slightly
different fashion and as a result each customer has unique issues.

Handles and Handle Management

t SNKIFLJA 2yS 2F GKS Y2ald O2y¥FdzaiAy3d AaadsSa gAGK NBa
FSDK allows upcalls using these handles, the FSDK internally maintains lookup tables that are indexed by
handle.

While this appoach seems simple, it has some unfortunate side effects.

First, it requires that handles be unique. Otherwise, when we receive a call from a file system to perform an
operation we do not know precisely what is required (imagine a call to change cabhiragteristics, for
example.)

While uniqueness might seem to be a simple property, it turns out to be considerably more complicated,
Y2aiGte Ay (GKS aSR3IS O2yRAGAZ2YE OFaSao C2NJ SEI YLX
disconnection, the F¥Omust continue to maintain sufficient state to manage calls from the application
programs (even though the backing file system is no longer present.) Accordingly, these handles (which are
now released from the perspective of the file system) are stiiva@nd in use (from the perspective of the
FSDK.) Until the files are closed, the FSDK must continue to maintain that state.

h@SNJ 6KS RS@St2LIySyidi OeodoftsSa 2F (KS C{5Y 4SS KI @S a
handles can be safetgused. Howevenolumehandles are not safe for reuse. Thus, we strongly suggest
that you attempt not to reuse them whenever possible.

Typically, a file system uses nothing more than a pointer structure (an address as it were) for tracking these
handles. This approach, while simple, does not lend itself well to preventing handigereA simple

approach that substantially minimizes the likelihood of handlese is to exploit the nature of the

Windows memory allocator. As documented, the memorycaltor never allocates addresses with the low
three bits set. Thus, a simple scheme that greatly minimizes the likelihood of handie ig to maintain a

global variable within your driver. Each time you allocate a new volume handle, you incremegibtielt

value, OR the low three bits into your handle (the address returned by the memory allocator) and return
that result as the handle to the FSDK.

Then, when the FSDK calls your file system using that handle, you mask off the low three bits and use the
corresponding address.

Note: this behavior for the memory allocator is documented in the Device Driver Kit and is architecturally
required for some (no longer supported) hardware platforms (due to alignment constraints-bi é4ta

©| OSR Open Systems Resources, Inc.
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value access.) Whitbe reasons for this have been eliminated, this restriction is sufficiently ingrained in the
operating system that it can be used reliably.

Accessing the IRP

In earlier versions of the FSDKe made the IRP available during the IRP_MJ_CREATE processing. As of V2.0
of the FSDK, we store the IRP in thread local storage so that your file system may identify and extract
information from the IRP that is currently being processed by the FSRidsda where multiple IRPs are

being processed, the FSDK will return the last IRP initiated. For example, it is common for an
IRP_MJ_CLEANUP to cause an IRP_MJ_CLOSE to occur with respect to another file object. If this requires a
call into your file syyem, the FSDK will provide you with the IRP_MJ_CLOSE.

This feature is only partially implemented. If you have specific cases that have not yet
been converted to this new model, advise us and we will prioritize the conversion of that
portion of the FSDK faclude this feature.

In addition to theOwGetTopLevellr\PI, we have also introduced a separate filtering mechanism. In this
model, you register callback functions which are called as each IRP arrives into the FSDK and again just
before the FSDK compéss the 1/0 request. Our goal was to eliminate the need for the use of a file system
filter driver in conjunction with the FSDK.

The general convention for FSBile filtering is:

e If your dispatch function returns anything other than STATUS_SUCCHSS)Kwvill assume
GKFG GKS Lkh 2LISNI (A2 ynhotke pioceds8ddy thedFODK: AhdsSyRudr |y
file system is responsible for processing and completing the request.
e If your completion function returnSTATUS_MORE_PROCESSING_REQh¢RHE2 FSDK will
not complete the request. Thus, your file system is responsible for processing and completing
the request.

2SS y2GS GKIG AF @82dzNJ FAES aeadSy aOflrAvyaeg (GKS Lkh
callback for completioprocessing (this is because your file system will be performing the completion, not
the FSDK.)

Most customers using the FSDK will not find it necessary to utilize this functionality. If you do wish to use
this functionality, please make sure that you coomitate with the OSR support team to ensure your usage
is fully supported during the development cycle.

Managing Upcalls

Calling from your file system back into the FSDK is one of theaowsilicated functions that you can
perform. The FSDK itself must maintain and control serialization in order to ensure correct (ddisaipck
behavior. The upcalls can, in turn, trigger additional calls down into your file system.

©| OSR Open Systems Resources, Inc.
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Thus, when using uplis you must take into account:

e FSDK Locking state. In general, it is safe to call back into the FSDK to perform operations on the
samefile handle, but not to perform operations on a different file handle. Otherwise, you will
introduce lock cycles (whiccause deadlocks under the right circumstances). Although we have
gone to great lengths to avoid deadlocks, in general it is not good practice to call back into the
FSDK to perform operations that change the state of a file/directory/volume.

e Reentrancystate. Some calls into your file system are not safe to use for upcalls. The notable
examples of this would bES_REABNdFS_WRITBecause these operations can be performed
as part of page fault processing and/or at high priority. For example, I/@t@es cannot be
completed when the system is runningAPC_LEVE]land there are some paging I/0
operations that run aAPC_LEVE eliminate reentrancy.

e File System Locking Stagas we noted previously, the FSDK may perform operations that
trigger acall back into your file system. If this occurs, you will need to ensure that this does not
cause a deadlock situation. Accordingly, you must either usatrant locks, such as
ERESOURCES, thread level state tracking, or some other mechanism fangnaeeadrancy.

Caching

There is considerable confusion about the effect of caching with respect to file systems using the FSDK.
Perhaps one of the most important considerations here is that caching causes the file to remain open for a
potentially indefif A 1S LISNA2R 2F (GAYSo® ¢Kdzas y2NXYIFftesx Odzai:
released. Normally, however, we find that the file is in fact open because it is still cached. Thus, the FSDK
must maintain the open reference. This in turn telie file system that the file state must be tracked.

A file system that wishes to manipulate caching has a number of options when using the FSDK:

e 5A4l06fS OFOKAYy3O® 2 KAfS GKAA oAff aqazt @S¢ (K
the FSDK wilache certain files (essentially anything that is memory mapped) because the
alternative is sacrificing correct function.

e Disablewriteoc I O1 OF OKAy 3® Ly GKA& OlFaSsz |ff FAfSaA
dirty data is flushed immediately.lgan (that is, unmodified with respect to the state in the file
system) data can be served from the cache.

¢ Invalidate caching as necessary. There are upcalls (OwFlushCache, OwPurgeCache) available for
invalidating the cache as necessary. These calls lbeustade when it is safe to perform such
upcalls. The FSDK, as of V2.0, greatly improves the ability of these calls to succeed by posting
portions of the necessary work, thereby eliminating lock contention issues that have been a
problem in earlier versias.

e Allow caching. This is certainly the simplest in terms of implementation, although it is not
suitable for all projects.

©| OSR Open Systems Resources, Inc.
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The ramifications of caching decisions in your file system are very important. This issue can impact the
design and implementatio of your file system. If you have any questions about this, you should submit
them to fsdkbugs@osr.coras part of your normal support.

Drive Letter Management
Drive letter management turns out to be a complicatedtperWindows. Further, the manner in which the
drive letters are managed for Windows 2000 and beyond has been completely changed.

In Windows 2000 and above, the drive letter management becomes more complicated because of the
introduction of supportfordy F YA O 6 aLJ dzA FyR LI I&é0 RSOAOSaD ¢ K d:
AYAGAFEAT SR Ada AyadzZFFTFAOASyG® 2AyR2g64a4 Hnnn AYOGNBR
necessary to communicate with the Mount Manager are documented iWhe2 APl documentation (part

of the Platform SDK.)

Locking Considerations

In developing an FSD, careful consideration mushhde to the locking being performed by the FSDK when
these wrapper support routines are called. Specifically, if an FSD is performing a call into a wrapper support
routine it is imperative that only operations on that file and the volume containing ilmafe performed.

This is due to the locking model supported within the FSDK wrapper itself. Because there is no way for the
FSDK to ensure locks are acquired in the proper order under all circumstances, an FSD must obey these
restrictions. A failure talo so will lead to internal FSDK deadlocks.

Attribute Operations

File attribute management and the associated calls for it make up a substantial part of the overall interface
exported by an FSD. These attributes include such things as security inforneatiended attributes, as

well as more traditional attribute information (such as archive, reaty, etc.)

For each of these operations we utiliz&atinterface to retrieve the information from the FSD. The FSDK
Wrapper is then responsible for handiimll presentation issues with respect to the system. The
correspondingsetinterface is responsible for translating information from the system, formatting that
information into a canonical form, and providing it to the FSD for storage.

Thus, the generahodel here is that an FSD provides #teragefor attributes, but does not provide the
interpretation of those attributes.

h¥ O2d:NESSE GKSNB NB SEOSLIiAzya (G2 (KA& Y2RSt o ¢
be available for eacfile (access, modify, and create times, data length, allocation size, etc.). These
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As with file data, the Wrapper may cache file and directory attributes to attempititomize the number of
times they are modified onlisk. Thus, when the Wrapper calls to the underlying FSD requesting
modification of an attribute, the FSD should write the attributes to persistent storage. Similarly, if these
values are externally mdiiied the Wrapper cache must be purged using the appropriate functions.
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FSDK SUPPORT INTERFA

Overview
This section describes, in alphabetical order, the support routines exported by the FSDK and available for
use within a file system driver.

Note that rot all functions are required for all file systems. Some functions, such as those exported for
media file systems, are optional use and appropriate only to a specific type of file system.

Wrapper Support Routines

The Wrapper provides the routines desciibia this section for use in FSD implementations. In general, the
model for the Wrapper isot to isolate the FSD from the standard Windows DDK primitives. Thus, the
routines in this section are here to export file systems specific functionality beawided by the Wrapper

but requiring some form of access for the FSD.
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OwAllocateSDBuffer

NTSTATUS
OwAllocateSDBuffer(
IN ULONG BufferSize
OUT PVOID Buffer );

Parameters:
BufferSizet The size of the ldffer needed for the Security Descriptor (SD)

Buffer t This is the allocated buffer, which can be NULL

Description:
This routine is used to allocate a security descriptor buffer.

There is no equivalent "free" because the FSDK will handle freeing thetgemscriptor.

Returns:
STATUS_SUCCEB#% buffer has been allocated

STATUS_INSUFFICIENT_RESOUReHsffer could not be allocated
STATUS_INVALID_BUFFER- Shebhuffer size was zero

STATUS_INVALID_PARAMEIER e buffer is invalid
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OwDeregiste

NTSTATUS
OwDeregister(
IN PVOID RegistrationHandle );

Parameters:

RegistrationHandle The handle that was returned when the FSD was registered using OwRegister.

Description:

This indicateshe FSD will no longer be using the Wrapper functions. Subsequent calls into the Wrapper will
fail.

This call will fail whenever there are outstanding references to the FSD or volumes being managed by the
FSD. Note that this call is optional and needb®tsed by an FSD. Typically, Windows file systems do not
dynamically unload.

This should not be called as part of shutdown processings implemented to allow for the dynamic
unloading of FSDs. Use during shutdown processing may lead to unpobdietsults.

For a network file system, this call must be made in the same process context as the original call to
OwRegister This is because the Wrapper will register the FSDUCGaprovider; this in turn generates a
handle that must be valid when OwDeregisiecalled. To ensure the handle is valid, OwDeregister must be
called in the same process context (since handles are process contexicsp

Thus, if your network file system uses a service thread context to issue the OwReaistgru must also

use the service thread context to issue the OwDeregistdir Alternatively A T &2dz NBIA &G SNI A
DriverEntry routine, you must deregister in the system process context, typically using a system worker

thread. You can do this by creating a work item and using the Executive worker routines, such as
ExQueueWorkltem (docuamted in the Windows DDK.)

Returns:
STATUS_SUCCESS deregistration was completed successfully

STATUS_INVALID_DEVICE_REQUHeSd are still active volumes for this file system; deregistration is not
permitted
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OwDisableFileCache

NTSTATUS
OwDisableFileCache (
IN FS_FILE_HANDLE FileHandle
IN BOOLEAN DisableReadCaching );

Parameters:
FileHandla The handle provided by the FSD to identify a given file or directory instance.

DisableReadCachinglf TRUE, read cachirgdisabled as well as write caching.

Description:

This routine is called by the FSD to indicate that data for this file (or directory) should not be.cH¢hed
DisableReadCachimgriable is TRUE, no caching will be performed. IDikableReadCacig variable is
FALSE, data may be cached, but all write operations will be done via d@hxoibgh mechanism.

This approach allows the FSD to tightly control the caching semantics on a per file basis.

The Wrapper is not allowed to cache attribute inforoat for a file or directory that has caching disabled.
For a directory, the Wrapper is not allowed to cache the directory enumeration.

Returns:

STATUS_SUCCES® cache as been successfully purged and the file/directory is now marked so that it
cannot ke cached.

STATUS_INSUFFICIENT_RESOy&@Bfk item could not be allocated; the state of the file has not been
modified.

STATUS_INVALID_HANBtHe handle passed in by the FSD is not valid; the state of the file has not been
modified.

STATUS_USER_MAPHHLK, the file in question is mapped by a user application and caching cannot be
disabled for this file; the state of the file has not been modified.

STATUS_OPLOCK_BREAK_IN_PRQGREBSIN question may have had an outstanding oplock. A break
of that oplock is in progress. The state of the file has been updated to disable caching.

STATUS_RET®Hue to lock state within the FSDK, the operation could not be completed immediately. The
request has been posted and the FSD should retry this at atilater The state of the file has not yet been
updated.
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OwDisableVolumeCache

NTSTATUS

OwDisableVolumeCache (
IN FS_VOL_HANDLE FsdVolumeHandle,
IN BOOLEAN DisableReadCaching );

Parameters:

FsdVolumeHandle The handlgrovided by the FSD describes a volume instance.

DisableReadCachinglf TRUE, read caching is disabled as well as write caching.

Description:

This routine is called by the FSD to indicate that data for any file on the specified volume should not be
cached.If the DisableReadCachingriable is TRUE, no caching will be performed. If the
DisableReadCachimgriable is FALSE, data may be cached, but all write operations will be done via a write
through mechanism.

These caching state changes are effective éml files opened subsequent to this change.

The Wrapper is not allowed to cache attribute information for a file or directory that has caching disabled.
For a directory, the Wrapper is not allowed to cache directory enumerations.

Returns:

STATUS_INVALIBANDLE the handle passed in by the FSD is not valid; the state of the volume has not
been modified.

STATUS_SUCCESSure files opened on this volume will be marked so that their data and attributes may
not be cached.
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OwEnableFileCache

NTSTATUS
OwEnableFileCache (
IN PVOID FileHandle
IN BOOLEAN EnableWriteCaching);

Parameters:
FileHandla The handle provided by the FSD to identify a given file or directory instance.

EnableWriteCaching Indicates if write caching shild be enabled, in addition to read caching.

Description:

This routine is called by the FSD to indicate that data for this file should be cdthiee
EnableWriteCachingariable is FALSE, data may be cached, but all write operations will be doneritéx a
through mechanism.

This approach allows the FSD to tightly control the caching semantics on a per file basis.
The Wrapper is not allowed to cache attribute information for a file or directory that has caching disabled.

Returns:

STATUS_INVALID_HAN®tHe handle passed in by the FSD is not valid; the state of the file has not been
modified.

STATUS_SUCCESSs file has been marked so that its data and attributes may be cached.
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OwEnableVolumeCache

NTSTATUS

OwEnaHleVolumeCache (
IN FS_VOL_HANDLE FsdVolumeHandle,
IN BOOLEAN EnableWriteCaching);

Parameters:

FsdVolumeHandle The handle provided by the FSD describes a volume instance.

EnableWriteCaching Indicates if write caching should be enabled, in additioretadrcaching.

Description:

This routine is called by the FSD to indicate that data for any file on the specified volume should be cached.
If the EnableWriteCachingariable is TRUE, full data caching will be performed. [EttableWriteCaching
variable § FALSE, data may be cached, but all write operations will be done via-Hwoitgh mechanism.

These caching state changes are effective only for files opened subsequent to this change.
The Wrapper is not allowed to cache attribute information fore@dit directory that has caching disabled.

Returns:

STATUS_INVALID_HAN®tHe handle passed in by the FSD is not valid; the state of the volume has not
been modified.

STATUS_SUCCESS8ure files opened on this volume will be marked so that their datd attributes may
be cached.
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OwFlushCache

NTSTATUS

OwFlushCache (
IN FS_FILE_HANDLE FileHandle,
IN BOOLEAN Purge);

Parameters:
FileHandla The handle provided by the FSD to identify a given filerecttiry instance.

Purgert If this value is TRUE, it indicates that the cache should be purged after the data has been written
back.

Description:

This routine would be called to request that the wrapper flush cached data for the given file. Thus, if there
is anydirty data stored in the VM system, it will be written back to the FSD (vi& §1éVRITé&ntry point in

the FSD.)

This function, while available to any file system, is likely to be of usaé@nitwork file systems to aid in
their implementation of a cache consistency mechanism. Certain restrictions imposed by Windows are
inherent in the Wrapper support of this interfaganotably, the inability of the VM system to purge cached
data for filesmapped into a user address space.

ThePurgeparameter may be used to avoid a subsequent calwadPurgeCachence the data has been
written back.

This routinereturns STATUS _SUCCESS if the flush and purge (if requested) was successful. Otherwise it
returns an appropriate error code.

One very common error code is STATUS_USER_MAPPED_FILE that indicates the file is mapped into a user
application space and the éai specified that the file should lmurged. In such cases, it is not possible for
the Wrapper to purge the data in the cache.

The purpose of this call is to allow an FSD to implement its own cache consistency protocol. Thus, typically,
this call will mly be used by network file systems, rather than media file systems. However, it is permissible
for any file system to access this operation.

Calling this routine requires the Wrapper to discard any cached attribute information regarding the file.

Returns
STATUS_SUCCE®S flush operation was successful

STATUS_FILE_LOCK_CON€E&th€Bperation could not be performed, as it was not possible to acquire the
necessary locks.

©| OSR Open Systems Resources, Inc.



_ FSDKProgramming Interface

STATUS_USER_MAPPED- Hiepurge could not be done because a user applicdtamsmapped the file.
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OwGetCharacteristics

VOID
OwGetCharacteristics(
IN PVOID MediaHandle
OUT PULONGDeviceType ,
OUT PULONGDeviceCharacteristics );

Parameters:
MediaHandler The mediabased handle praded to the FSD by the Wrapper.

DeviceType Indicates thetype of device.

DeviceCharacteristias The characteristics of the media device.

Description:

This routine is used by the FSD to obtain information about the underlying media devicBevibeTge
corresponds to the type of device object (the value providetb@reateDevigeand the
DeviceCharacteristicorrespond to the features of the device object (ergmovable media) These
correspond exactly to the values described in the Windows DDK.

Returns:

None.
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OwGetDirectorySearchString

NTSTATUS
OwGetDirectorySearchString (
IN OUT PUNICODE_STRING SearchString  );

Parameters:

SearchString The specifi regular expression being used for the current directory enumeration.

Description:

This call is provided to allow an FSD that does not support directory caching to retrieve additional
information about the directory enumeration operation currently actiBecause this information is not
being cached, a subset of the actual directory may be returned to the FSDK Wrapper.

Note that an FSD that relies upon directory caching is prohibited from using this interface. Further, an FSD
that uses this interface mude able to handle standard file system regular expressions:

* - indicates zero or more characters
? ¢ indicates exactly one character
GcAYRAOIFGSE GKS @I f dzS aoé

>- indicates exactly one character, but may not be a space character either immedia2INBef I & ®¢ 2 N
the last character of the string.
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the last characteof the string.

The last two characters are unig to the Virtual Dos Machine (VDM) implementation on Windows and
indicate thatDOSile name matching semantics are to be used. The double guotation mark is used to
distinguish a DOS period.

Returns:

STATUS_UNSUCCESE&H® request could not be honordaecause the string information was not valid
for this request.

STATUS_BUFFER_TOO_SHKithelprovided string buffer was not large enough to contain the search
string.

STATUS_ACCESS_VIOLAfI@Norovided string buffer was not valid.

STATUS_SUCCES% string has been returned in the provided buffer.
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OwGetFsdHandleForFileObject

NTSTATUS
OwGetFsdHandleForFileObject (
IN PFILE_OBJECT FileObject,
IN OUT PFS_FILE_HANDLE FileHandle );

Parameters:
FileObject A file object provided by the FSD to identify a given open application file instance.

FileHandla The handle provided by the FSD to identify a given file instance.

Description:

This function is provided to allow an FSD develapgrass file handles directly to their FSD (via the I/O
control interface). When this is done, an FSD may use the Windows DDK function
ObReferenceObjectByHandled pass the resulting file object to the FSDK Wrapper.

¢KS C{5Y 2 NI LILIS N idterrialthandeSrdrithedie objedt &nd @t0rs i

Returns:
STATUS_SUCCES® returned file handle is valid

STATUS_OBJECT_TYPE_MISMAREHHrovided object was not a file object
STATUS_INVALID_HAN®LHEe provided file object was not created byetirSDK.

STATUS_ACCESS VIOLATI@N-ileHandlgoointer was not valid. The FSD is responsible for allocating the
storage for this pointer.
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OwGetMediaDeviceObiject

NTSTATUS
OwGetMediaDeviceObject(
IN PV OID MediaHandle
OUT PDEVICE_OBJECT *DeviceObject );

Parameters:
MediaHandler The mediabased handle provided to the FSD by the Wrapper.

DeviceObject The Wrapper will set this to point to the underlying device object containing the specified
media volune.

Description:

This entry point is provided to allow an FSD to implement its own lower edge interface rather than relying
upon the Wrapper to implement it. This call, giveMediaHandlereturns a pointer to the device object
representing this volumeThe FSD may then build its own I/O requests and send them to the underlying
media device driver.

Mixing the Wrapper implementation and the FSD implementation is possible but should be used with
extreme care as this may lead to unpredictable results.

Retums:

STATUS_SUCCESt returned device object is valid STATUS_INVALID_HANIEE provided media
handle is not a valid FSDK media handle.
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OwGetPseudoDeviceObject

NTSTATUS
OwGetPsuedoDeviceObject(
I N PVOID PseudoVolumeHandl e,
OUT PDEVICE_OBJECT *DeviceObject );

Parameters:
PseudoVolumeHaretl The pseudo volume handle provided to the FSD by the Wrapper.

DeviceObject The Wrapper will set this to point to the underlying device object representing the
specified pseudo volume.

Description:

This entry point is provided to allow an FSD to implement its own lower edge interface rather than relying
upon the Wrapper to implement it. This call, giveRseudoVolumeHandlegturns a pointer to the device
object representing this volume. The FSD may then build its own I/O requests and send them to the
underlying device driver.

Mixing the Wrapper implementation and the FSD implementation is possible but should be used with
extreme care as this may lead to ungietable results.

Returns:
STATUS_SUCCES% returned device object is valid

STATUS_INVALID_HAN®tHe PseudoVolumeHandle provided is not a valid FSDK pseudo volume handle.
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OwGetTopLevellrp

PIRP
OwGetTopLevellrp
(voi d);

Description:

This function may be used by the FSD to retrieve the IRP that is currently being processed. The FSD is
responsible for interpreting the contents of this value and handling it as appropriate.

Returns:
NULLc an IRP is not available

Any oter value represents the IRP currently being processed
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OwloControl

NTSTATUS
OwloControl(
IN PVOID MediaHandle
IN ULONG loctiCode
IN PVOID InputBuffer
IN ULONG InputBuffer  Size ,
OUT PVOID OutputBuffer
OUT ULONGOutputBufferSize );

Parameters:

MediaHandlet This is the medidased handle provided to the FSD by the Wrapper for use when calling
into the loweredge interfaces.

loctiCoder The identifier for the FSBpecific ontrol operation.

InputBuffert  The input information (if any) for this control operation.

InputBufferSize The size of the information contained within the input buffer.

OutputBuffert  The location wher@utputinformation for this control operation shad be written (if any).

OutputBufferSize The amount of data contained within the output buffer.

Description:

This routine can be used by an FSD to send IOCTL codes to the underlying media device itself. The Wrapper
returns the results of those calls the FSD. The Wrapper does not interpret the calls and the IOCTL values
supported by the underlying media device are entirely dependent upon the implementation of the media
RSOAOSQa RNAGJSNO®

Normally this is used by an FSD to interact with its underlyindjangsing standard disk storage IOCTLSs,
including but not limited to:

IOCTL_GET_DRIVE_GEOMETRY

IOCTL_IS_WRITEABLE

IOCTL_CDROM_READ TOC

IOCTL_STORAGE_GET _MEDIA TYPES

FT_QUERY_SET STATE

The FSD is responsible for allocating and freeing storage for bothgheand output buffer.

Returns:

The status code returned by the underlying media device.
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OwMediaRead

NTSTATUS

OwMediaRead(
IN PVOID MediaHandle
IN LARGE_INTEGER Offset,
IN ULONG Length,
IN PMDL MdIChain );

Parameters:

MediaHandlet This is the medivased handle provided to the FSD by the Wrapper for use when calling
into the loweredge interfaces.

Offsett This is the diskased (volume) offset to be used when reading data from the media device.
Lengtht The amount of data tke read from the underlying volume.

MdIChaint This describes the MDL chain where the data read from disk should be placed.

Description:
The OwMediaRead routine is used by the FSD to transfer data from the disk into the specified MDL. The
Offsetmust beon a sector boundary, and tHeengthmust be a multiple of the sector size.

Note that anMdIChainmay be passed to this routine. Should the underlying device be unable to handle an
MDL chain, the I/0O operations will be structured as a series of relatzdpérations.

Returns:
STATUS_SUCCESB8e read was successful.

Other I/O errors as returned by the underlying subsystems.

OwMediaRead must not be used when accessing a paging file. This is because of the
special restrictions the operating system imposégn accessing a paging file.
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OwMediaWrite

NTSTATUS

OwMediaWrite(
IN PVOID MediaHandle
IN LARGE_INTEGER Offset,
IN ULONG Length,
IN PMDL MdIChain );

Parameters:

MediaHandlet This is the medipased handle provided to the B®y the Wrapper for use when calling
into the loweredge interfaces.

Offsett This is the diskased (volume) offset to be used when writing data to the media device.
Lengtht The amount of data to be written to the underlying volume.

MdIChaint This deskgbes the MDL chain where the data to be written to disk is located.

Description:
The OwMediaWrite routine is used by the FSD to transfer data to the disk from the specified MDL. The
Offsetmust be on a sector boundary, and thengthmust be a multiple bthe sector size.

As with thereadcase, the Wrapper is responsible for handling the MDL chain and ensuring that the
complete 1/O operation has been satisfied.

Returns:
STATUS_SUCCES8e write was successful.

Other I/O errors as returned by the undaryg subsystems.

OwMediaWrite must not be used when accessing a paging file. This is because of the
special restrictions the operating system imposes for accessing paging files.
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OwNotifyDirectoryChange

NTSTATUS

OwNotifyDirectoryChange (
IN FS_FILE_HANDLE FileHandle ,
IN PUNICODE_STRING FullTargetName
IN USHORT TargetNameOffset
IN PUNICODE_STRING StreamName,
IN PUNICODE_STRING ParentName ,
IN ULONG Filte rMatch );

Parameters:

FileHandla The file handle, upon which we are operating. This file handle uniquely identifies the directory
whose contents have changed.

FullTargetNama The path name of the file within the directory that changed.
TargetNameOffset The offset in the FullTargetName to the file name component of the name.

StreamNama This is optional and indicates the stream name if it was a stream of the given file that
changed.

ParentNama This is optional and indicates the name of the DIRECT@Rdhd#Nnged (for muliinked
directories)

FilterMatcht This indicates what changed. The FSD passes one or more of the values listed below into
OwNotifyDirectoryChange so the FSDK can tell the operating system what has happened to the specified
file.

FILE_NOTIFY_CHANGE_FILE_NAME
FILE_NOTIFY_CHANGE_DIR_NAME

FILE_NOTIFY_CHANGE_NAME

FILE_NOTIFY_CHANGE_ATTRIBUTES

FILE_NOTIFY_CHANGE_SIZE

FILE_NOTIFY_CHANGE_LAST WRITE FILE_NOTIFY_CHANGE_LAST ACCESS
FILE_NOTIFY_CHANGE_CREATION

FILE_NOTIFEHANGE_EA

FILE_NOTIFY_CHANGE_SECURITY
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FILE_NOTIFY_CHANGE_STREAM_NAME

FILE_NOTIFY_CHANGE_STREAM_SIZE

FILE_NOTIFY_CHANGE_STREAM_WRITE

Description:

This call, provided for multnitiator file system implementations, provides a mechanishereby the FSD

can notify the wrapper of an external event which triggers an FSD change. In other words, when a change to
the underlying file system occurs outside the scope of the FSDK this call may be used to indicate a change
has occurred in the spdigd directory.

As a side effect of this call, any directory information that is cached is also discarded.

Note that if the file system in question supports hard links, each directory in use to access this file will
receive a separate directory change fiigttion.

Returns:
STATUS_SUCCE 8t directory change notification has been successfully registered.

STATUS_INVALID_DEVICE_STiAiBEcall was made at IRQL > PASSIVE_LEVEL
STATUS_INVALID_HANEBE file handle provided was not valid
STATUS_NOT_A_BEIORYhot a directory

STATUS_INSUFFICIENT_RESOUREESough memory
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OwPostWork

VOID
OwPostWork(
IN POW_WORKWorkToDo);

Parameters:

WorkToDar  The work to perform, specified by calling the desired function within this patem

Description:

The OwPostWork routine may be used by an FSD to request that gqor&8aed function be called in a
worker thread to perform a background operation. This will be accomplished by using one of the FSDK
internal work queues. The WorkTolxil be described using the OW_WORK structure.

This interface provides an alternative to system queues.

Returns:

None.
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OwPurgeCache
NTSTATUS
OwPurgeCache (
IN FS_FILE_HANDLE FileHandle);
Parameters:

FileHandla The handle provided by the FSD to identify a given file or directory instance.

Description:
This routine is called by the FSD to indicate that any cached data for this file (or directory) should be purged.

This call may be made by any FSD.icBjlg it is used for:

e Implementing a distributed cache coherency protocol, such as in the case of a network file
system or shared media (SAN) file system.

e To ensure that a file is released because as long as there are VM references to the file, the FSDK
cannot release the file handle.

e To implement other policy of the file system that requires the data for this file is discarded. For
example, a file system that supports encryption or compression might allow modification of
both forms of the file. Thus,@ange to one form of the data would require that the other
form of the data be discarded.

Please note that the implementation of this functionality by the Wrapper is subject to restrictions placed on
purging usemmapped files by the Windows VM system implkentation. Thus, a request to purge a file may
fail because it is not possible to discard the VM references to the file.

Note that the FSDK does not implement a distributed cache coherency protocol, although it does implement
a cache coherency protocaldnsistent with existing Windows file systems) on the same system. Thus, it is
the responsibility of the FSD to implement any necessary cache consistency protocol.

It is important to note that Windows doasot guarantee cache coherency between rcached/O and

memory mapped /0. Thus, it is possible to observe certain race conditions in updating the data. In this
OFrasSs GKS o0SKIF@A2NI 27T (i KSnotadusctiof of thd ESDK! finkteéad, it is &R (i S NJ
operational restriction of tB Windows virtual memory system.

Calling this routine requires the Wrapper to discard any cached attribute information it has stored regarding
this file. Typically, this will result in a subsequent release of the file handle, although that is not gedrante

Note that for adirectorythis will purge any cached directory information (such as the directory
enumeration.)

Returns:
STATUS_SUCCESt cache has been successfully purged.
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STATUS_INSUFFICIENT _RESO{/&@Bfk item could not be allocated.

STATUSNVALID_HANDKEhe handle passed in by the FSD is not valid.

STATUS_USER_MAPPED cRHheHile in question is mapped by a user application and the cache for this file
cannot be purged.

STATUS_OPLOCK_BREAK_IN_PRQ@G@REBSIN question may have haoh outstanding oplock. A break
of that oplock is in progress.

STATUS_RET®Mue to lock state within the FSDK, the operation could not be completed immediately. The
request has been posted and the FSD should retry this at a later time.
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OwRegqister
NTSTATUS
OwRegister (
IN PDRIVER_OBJECT FsdDriverObject,
IN PUNICODE_STRING RegistryPath,
IN ULONG VersionNumber
INFS_TYPE FsdType,
IN PFS_OPERATIONS FsdOperations
OUT PVOID * RegistrationHan dle );
Parameters:

FsdDriverObjeat This is the driver object passed to the FSD iDiitgerEntryroutine.

RegistryPatit  This is the registry path provided to the FSD iriserEntryroutine. Parameters
associated with this FSD will be stored undes key and will be read by the Wrapper.

VersionNumbetr The wrapper version number that the FSD expects to be supported.
FsdType Indicates theype of file system being registered with the Wrapper.

FsdOperations These are file system operations thakeaupported bythis FSD. Entries not supported
are set to zero within this table.

RegistrationHandle A handle to be used by the FSD when deregistering with the Wrapper library.

Description:

This entry point must be used by the FSD to register withAhapper library itself. The FSD provides
versioning information and if the Wrapper is incompatible with the version specified, the registration
request will be rejected.

TheRegistrationHandleeturned by the Wrapper may be usedderegisterthis FSD wit the Wrapper.

TheFsdTypés structured to consist of major file system type and then a set of characteristics for each file
system. The major types, along with their characteristic are:

1. Media file system (OW_FS_TYPE_MEDIA)

Media file systems minor tygs, representing the characteristics, are:
Disk file system (OW_FS_TYPE_MEDIA DISK)

Tape file system (OW_FS_TYPE_MEDIA_TAPE)

CD ROM file system (OW_FS_TYPE_MEDIA_CDROM)

At least one of these minor types must be specified in addition to OW_FS_TYPE_MEBi2diddile
systems. Multiple options may also be specified by an FSD. These values are specific to the type of
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media on which the file system might be stored. For any media type specified as part of the registration
operation, the FSD may be asked tount the given media.

2. Network file system (OW_FS_TYPE_NETWORK)

Network file systems minor types, representing the characteristics, are:

e Named pipe supporting file system (OW_FS_TYPE_NETWORK_NAMED_PIPE)
e Mail slot supporting file systems (OW_FS_TYPE_NETWRRISLOT)

The named pipe information is not used in this release and is reserved for future use.

Any combination of options is supported. Minor types are not required for network file systems. At
present, the Wrapper does not implement named pipe support

3. Pseudo file system (OW_FS_TYPE_PSEUDO)

TheFsdOperationgector contains key information about the entry points implemented by the FSD that in
turn may be called by the Wrapper. Any unused entry must be set to zero.

Note that the Wrapper will initialz the FsdDriverObjeds a result of this call. An FSD that modifies the
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system.

The RegistrationHandle should be used by the FSD in any subsegilldoOwDeregiste.

The Wrapper will create a named device object and symbolic link in the Win32 name space using the name
provided by the registering FSD. If this name lioisfwith an existing device object or symbolic link the
registration call will fail. These named device objects may be subsequently used by custom utilities
attempting to interact with the FSD.

Thus, for a Network file system, if the name specifiedhaRsdOperation® S O 2 NJ 6 SNB da& CaRé
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Returns:

STATUS_SUCCE®S FSD has been successfully registered with the Wrapper.
STATUS_INVALID_DEVICE_REQIuH®Sates that the Wrapper was loaded incorrectly.
STATUS_REVISION_MISMAT@ttates that the FSD being registered is not compatible with the Wrapper.
STATUS_INVALIIARAMETER -4ndicates theFsdTypgarameter is not one of the valid file system types
STATUS_INSUFFICIENT_RESOURE®SY allocation failed within the Wrapper
STATUS_ACCESS_VIOLATIO®NFsdOperationsector passed to the Wrapper pointed to invaligémory.
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STATUS_OBJECT_NAME_COLIq3KeN-SD name specified in thedOperationgector conflicted with
the name of an existing device object or symbolic link
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OwSetReadAhead
VOID
OwSetReadAhead (
IN FS_FILE_HANDLE FileHand!l e,
IN UCHAR NumberOfPages );
Parameters:

FileHandla The handle provided by the FSD to identify a given file instance.

NumberOfPages Indicates the number of PAGE_SIZE pages to use as thahread value.

Description:

This routine may be called by the F83et theread aheadsize used by the Cache Manager when reading
in pieces of the file. Because this size may have profound effect on the overall performance of the file
system, this interface may be used by the FSD to control this characteristic.

The Wapper will default to 64k. Note that even if a larger resdtead value is set for a file, the VM system
in Windows restricts the paging operations to a maximum size of 64k.

This call may only be made for files and is ignored if called for directories.

This call is considered advisory for the Wrapper. That is, the Wrapper will use the indicatezhesatisize
as an indication (or hint) regarding read ahead behavior for the file system, but the actuahread used
may vary from that amount to fit theurrent running state of the system.

Returns:

None.
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OwSetWriteBehind

VOID

OwSetWriteBehind (
IN FS_FILE_HANDLE FileHandle,
IN UCHAR NumberOfPages );

Parameters:
FileHandla The handle provided by the FSD to identify axifile instance.

NumberOfPages Indicates the maximum number of PAGE_SIZE pages which can be kept in memory and
dirty.

Description:

This routine may be called by the FSD to semthige behindsize used by the Cache Manager when doing
asynchronous writelck of the file. This size has profound effect on the caching policy of the FSD and this
interface allows the FSD to implement a veggtrictivecaching policy (forcing data back to disk whenever it
becomes dirty by setting thlumberOfPaget zero) ora more permissive strategy.

By default, the strategy implemented by the Wrapper will be very permissive. Thus, the threshold will be set
above the size of the caclgeand the entire file may be cached in memory.

While this might sound like an unwise pglid is important to remember that theWindows Cache Manager
implements a dirty data writeback polignywayby writing 25% of the dirty data in the system back every
second. Thus, it should only take a few seconds for dirty file data to be written back.

Disabling this write behind feature will severely impair the performance of the system.
This call may only be made filesand is ignored if called for directories.

This call is considered advisory for the Wrapper. That is, the Wrapper will use tteeadivritebehind
size as an indication (or hint) regarding write behind behavior for the file system, but the actual write
behind used may vary from that amount to fit the current running state of the system.

Returns:

None.
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FSDK FILE SYSTEWBRINTHERACE

Overview
This section sets forth, in alphabetical order, the interface functions exported by a file system driver that will
be called from the FSDK in order to implement the functionality of a file system.

Interface Routines

The routines describea ithis section are exported by a file system driver that will be called from the FSDK in
order to implement the functionality of a file system.

Note that not all functions are required for all file systems. Please refer to the individual function
descriptons for additional information on whether or not the given function is appropriate or necessary for
your file system driver.
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FS_ACCESS
NTSTATUS
(*FS_ACCESS)(
IN FS_FILE_HANDLE FileHandle,
IN OUT PACCESS_STATE Acces sState);
Status: Required Used if
Present
Media File Systems | No Yes
Network File Systems | No Yes
Pseudo File Systems | No Yes
Parameters:

FileHandla The FSEprovided file or directory handle on which the access check is to be made.

AccessState This contains all security information about the original caller of this request. The FSD is
responsible for updating this data structure.

Description:
If the FSD supports tHeS_GET_SECURFBYSET_SECURIMmYy points, then standard Windows security
policies will be enforced for access to local file objects.

This entry point is intended to be used by FSDs that implement their own additional security polidl. It
be called when a file is opened for access.

Note that the Wrapper does not implemeany additionalsecurity policy, other than the aboveentioned

optional support for standard Windows local file object security. Specifically, the Wrapper does no

ey T2NOSYSYy (2% T eidK$ GdMNBIORZIS 6KAOK Yl & 0SS YFAYyUlAyS
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the implementation of this very simplsecurity with any other security policy implemented by the FSD.

F

The ACCESS_STATE data structure is definettilnhas part of the normal DDK environment. However,
for the purposes of discussion, we describe this entire structure:
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typedef struct _ACCE SS_STATE {
LUID OperationlD;
BOOLEAN SecurityEvaluated;
BOOLEAN GenerateAudit;
BOOLEAN GenerateOnClose;
BOOLEAN PrivilegesAllocated;
ULONG Flags;
ACCESS_MASK RemainingDesiredAccess;
ACCESS_MASK PreviouslyGrantedAccess;
ACCESS_MAS OriginalDesiredAccess;
SECURITY_SUBJECT_CONTEXT SubjectSecurityContext;
PSECURITY_DESCRIPTOR SecurityDescriptor;
PVOID AuxData;
union {
INITIAL_PRIVILEGE_SET InitialPrivilegeSet;
PRIVILEGE_SET PrivilegeSet;
} Privileges;

BOOLEAN AuditPrivileges;
UNICODE_STRING ObjectName;
UNICODE_STRING ObjectTypeName;

} ACCESS_STATE, *PACCESS_STATE;

Typically, the FSD will only be interested in a subset of these fields:

PreviouslyGrantedAccesshe information about access #h has ALREADY been granted to the caller of this
routine. The Windows Security system grants certain rights based upon the privileges of the caller, such as
traverse right (the ability to traverse through a directory as part of opening a subdirect€ifg.pr

TheOriginalDesiredAccefigld contains the original access rights requested by the caller.

TheRemainingDesiredAccefgsld describes the access rights that have not yet been granted to the caller.
The FSD uses this field to determine if accassbe granted and if it can, the PreviouslyGrantedAccess and
RemainingDesiredAccess fields are updated accordingly.

An ACCESS_ MASK is divided into three distinct sections:

e GENERIC rights
e STANDARD rights
e SPECIFIC rights

There are four types of generic right

e GENERIC_REAIe ability to read data/attributes of the object

e GENERIC_WRIgthe ability to modify data/attributes of the object

e GENERIC EXECQUEKS | 6Af AGe (2 &aSESOdziS¢ GKS 2
e GENERIC_A¢tARll rights available for the given object
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In additin, all Windows objects have a set of standard rights:

e DELETEthe ability to delete the object or something contained within the object
e READ_CONTR®the ability to read control information about the object
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e WRITE_DACthe ability to modify the discretioary access controls on the object
e WRITE OWNERIKS | 0AfAGE (G2 Y2RATFE (KS da28ySNE TFAE
e SYNCHRONIZEhe ability to use the object for synchronization

In addition, any Windows object may have objsptcific rights. For FILE_OBJECTSs #wfigprights are:

e FILE_READ_DATead data from the file

e FILE_LIST_DIRECTdRthe contents of the directory

e FILE_WRITE_DAT#rite data anywhere within the file

e FILE_ADD_FILEdd a new file to a directory

e FILE_APPEND_DAW#ite data to the EW of the file

e FILE_ADD_SUBDIRECT@R¥te a subdirectory in the current directory
e FILE_READ_Eread an EA from a file or directory

e FILE_WRITE_Eghange the EA for a file or directory

e FILE_EXECUTé&ecute the file

e FILE_TRAVERSEd" through the drectory

e FILE_DELETE_CHItd&lete a subdirectory of a directory

e FILE_READ_ATTRIBUTE& the attribute information for the file

e FILE_WRITE_ATTRIBUTE&IIfy the attribute information for the file

Windows relies upon mappings to convert the genehjeot rights into a set of standard and specific rights.

The creator of the object defines this mapping. The I/O Manager does this for FILE_OBJECTs. There is an
exposed interface for retrieving these mappings from the 1/0O Manager (loGetFileObject@Aagpiag).

b2dS (KFd GKS&AS NAIK(GA | NBE RSLISYRSYy(d dzlRy GKS (@& L

Keep in mind that a FILE_ OBJECT on Windows can represent any one of three things: a
G@2ftdzyS¢é 2F + FAES aéaidsSyz I RANBOUGZ2NEE 2NJ |

Returns:
STATUSUCCE®Sccess is granted

STATUS_ACCESS DEN#eDRess is refused

STATUS_NOT_IMPLEMENg &2 to indicate success in the case where both FS_ACCESS and
FS _GET/SET_SECURITY are supported by the FSD
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FS_CHECK_LOCK

NTSTATUS

(*FS_CHECK_LOCK)(
IN FS_FILE_HANDLE FileHandle
IN LARGE_INTEGER FileOffset
IN ULONG BufferSize
IN BOOLEAN Read);

Status: Required Used if Present
Media File Systems | No Yes
Network File Systems | No Yes
Pseudo File Systems | No Yes

Parameters:

FileHandlet The FSHrovided handle identifying the given file.
FileOffsett The first byte in the range to check.
BufferSize& The number of bytes to lock beginningraleOffset

Readt Indicates if the requested check should be done for a read diperéwvould conflict with exclusive
locks) or a write operation (would conflict with any locks.)

Description:

This routine is used by the FSDK to verify that a particular I/O operation is consistent with the locking state
of the given file. If this routmis not implemented, only locally maintained lock state is enforced.

Returns:
STATUS_SUCCES8t® operation is compatible with existing lock state

STATUS_FILE LOCK_CONEth€®Bperation conflicts with existing lock state
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FS CLEAR
NTSTATUS
(*FS_CLEAR)(
IN FS_FILE_HANDLE FileHandle,
IN PLARGE_INTEGER FileOffset,
IN PLARGE_INTEGER Length );
Status: Required | Used if Present
Media File Systems | No Yes
Network File Systems| No Yes
Pseudo File Systems | No Yes
Parameters:

FileHandd T The FSiprovided file handle against which this clear operation is being performed.
FileOffsett The first byte to be cleared.

Lengtht The number of bytes that should be zeroed.

Description:

This API is used to support sparse files. File systemsuppbrt sparse files may be able to eliminate some
(or all) of the allocated range (the amount that may be freed is a function of the allocation size, etc.)

Returns:
STATUS_SUCCES% file has been successfully cleared.
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FS _CONNECT
NTSTATUS
(*FS_CONNECT)(
IN PWSTR RemoteName,
IN UCHAR ConnectionType
OUT PFS_VOL_HANDLEFsdVolumeHandle,
OUT PFS_FILE_HANDLE RootDirectoryHandle );
Status: Required Used if Present
Media File Systems | No No
Network File Systems | Yes Yes
Pseudo File Systems | No No
Parameters:

RemoteNama The UNC name to be used for the connection by the FSD. This ideaaminbkted wide
character string.

ConnectionType Indicates the type of connection this connect request represents.

FsdVolumeHandle The handle to be used by the Wrapper to identffis network share when
communicating with the FSD.

RootDirectoryHandle The handle used to identify th@ot directory of this network share.

Description:
Logically, this routine performs the same fuincis for a networkbased file system that thilount
operation does for a medihased file system.

Functionally, this call should operate much I[i& _MOUN®perates for media file systems.

One issudor a network file system, which is not an issue for a physieadia file system, is how to support

aydzZ GALX S Y2dzyiaeg 2F GKS alyYS NBY24GS RNAROSO Ly @
behavior of the underlying FSD. If, as a resudt wfount request, the underlying FSD returns an FsdVolume
handle which has already been returned the Wrapper will fail the attempt moent that drive.

This allows an FSD to decide if it wishes to support this functionality or not: if it returns anitpye walue

for FsdVolumeHandlend RootDirectoryHandlthen the mount will be allowed. If it does not return a new

unique value foFsdVolumeHandlend RootDirectoryHandlghen the FSDK will indicate to the caller that

the mount has failed. It will indate that the drive is already in use (STATUS_DEVICE_ALREADY_ATTACHED.)
This allows a network provider to detect and handle this condition.
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If an FSD returns a unique value FadVolumeHandlie value forRootDirectoryHandlshould similarly be
unique. If they are not, the results of this operation are unpredictable.

Note: The Wrapper does not reference count the root directory. The root directory is
only released as part of a disconnect or dismount. Thus, whenever the disconnect is
handled, the rootlirectory handle will be released regardless of the actual reference
count on the root directory handle.

Also, note that if your FSD returns the saRelVolumeHandl® a connect request only a singlesconnect
request will be received for that operatigubsequently.

TheConnectionTypis one of:

OW_CONNECTION_PRINTER

OW_CONNECTION_DISK

Future values may be defined to support additional types of connections.

The FSD is responsible for validating that the requested connection is acceptable for theogivection
type.

Returns:
STATUS_SUCCES® connect operation was successful

STATUS_INVALID_DEVICE_REQUHeSEquested connection is incompatible with the remote device

STATUS_OBJECT_NAME_EXiB&@ $equested connection utilizes a drive letter thatalready in use.
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FS CREATE
NTSTATUS
(*FS_CREATE)(
IN FS_FILE_HANDLE DirectoryHandle,
IN PWSTR FileName ,
IN PWSTR ShortFileName
IN ULONG FileType ,
OUT PFS_FILE_HANDLE NewFileHandle);
Status: Required| Used if Present
Media File Systems No Yes
Network File Systems | No Yes
Pseudo File Systems | No Yes
Parameters:

DirectoryHandlea The FSErovided directory handle against which the object is to be created.

FileNamer The name of the new obt to be created. This hamerist permitted to contain an
embedded path and must be a new entry in the directory representeitgctoryHandle.

ShortFileName The alternate (8.3) file name for the file. If null, there is no alternate file name.
FileTpeT The type of object to create.

NewFileHandle The FSiprovided file handle for the newly created file or directory.

Description:
This routine may be used to create a new file or directory within the existing directory specified by
DirectoryHandlelf a file or directory with the specified name already exists, the FSD should return an error.

The Fil@ypefield indicates what type of object to create. It is one of the following values:
OW_HANDLE_TYPE_FILE

OW_HANDLE TYPE_DIRECTORY

OW_HANDLE_TYPE_SYMBOLINK

OW_HANDLE_TYPE_OTHER

If the create operation is successful, the new file or directory handle is returngdviririleHandleThis file
handle must be valid for use in subsequent calls to the FSD until the Wrappé&raR& LEAGEh that
handle.
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If the FSD has set OW_FS_ATTR_SHORT_NAMES, the Wrapper generates the short file name by utilizing the
same name generation algorithm as NTFS. To validate that a name is unique, a series ofgdeckigne

are performed attempting to locate a unique file name. When a new unique file name is found, it will be
passed as part of this call. The FSDK serializes during the creation to ensure the short name does not collide
with any other short name. He wrapper will not generate a short file name, and SteortFileName

parameter will be a null pointer, if the OW_FS_ATTR_SHORT_NAMES attribute is not set.

If the FSD has set OW_FS ATTR_FSD_SHORT_NAMES, the wrapper will not pass in a short name, but will
expect the FSD to generate a valid 8.3 short name. The FSDK must be able to retrieve the valid short name
via the FS_GET_NAMES call.

Returns:
STATUS_SUCCESt create operation was successful

STATUS_OBJECT_NAME_EXiB@ Specified object already exisand cannot be created.
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FS DELETE

NTSTATUS

(*FS_DELETE)(

IN FS_FILE_HANDLE FileHandle);
Status: Required | Used if Present

Media File Systems | No Yes

Network File Systems| No Yes

Pseudo File Stens No Yes
Parameters:

FileHandla The FSirovided file handle that represents the file or directory being deleted.

Description:

This routine may be called to delete an existing file or directory. Note that unlike FS_DELETE2 and
FS_DELETHRis entry point does not require a file or directory handle.

Upon a successful completion of this call, the specFiéeHandlés no longer valid. That is, the Wrapper

will treat the handle as if an implicit call €5_RELEAB#&S been made. If the underlying FSD fails a call to
delete, the FSDK will subsequently call FS_RELEASE on that file handle. Note that Windows applications will
not learn of the rejected delete as a result of failing this call because this operation is done when the file is
closed by the application and thus there is no mechanism for reporting this error back to the application.

This routine will not be supported enfuture release of the FSDK. New file systems shoul#SsSBPELETE3
and existing file systems should convertR8_DELETES soon as possible. An FSD should only provide
FS DELETE or FS_DELETE2 or FS_DELETE3. If more than one delete routide tisepresides are
undefined.

For more information, seBS_DELETE3

Returns:
STATUS_SUCCES$t® delete operation was successful
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FS DELETEZ2
NTSTATUS
(*F S_DELETE)(
IN FS_FILE_HANDLE FileHandle
IN FS_FILE_HANDLE ParentDirectoryHandle,
IN PWSTR FileName );
Status: Required Used if Present
Media File Systems | No Yes
Network File Systems | No Yes
Pseudo File Systems | No Yes
Parameters:

FleHandlet The FSirovided file handle that represents the file or directory being deleted.

ParentDirectoryHandle The FSiprovided file handle that represents the directory containing the file or
directory being deleted.

FileNamer The name of the insince of the file to be deleted in the specified directory.

Description:

This routine may be called to delete an existing file or directory. Note that unlike FS_DELETE this call also
specifies the containing directory and instance name that is being akldter file systems supporting hard
linked files this information is necessary to allow the FSD to identify the cdimktd be deleted, not just

the correctfile.

Note that under certain circumstances, the FSDK Wrapper may not be able to providantbe im such a
case, only thé-ileHandleand ParentDirectoryHandlare provided, and th&ileNameasNULL.In such a
case, theFileHandleepresents a directory.

It is a restriction of the FSDK that a directory cannot support more than a single link
to it. Because of this, the FileHandle and ParentDirectoryHandle are sufficient to
provide an unambiguous description of a directory being deleted.

Upon a successful completion of this call, the specKiéeHandles no longer valid. That is, the Wrapper

will treat the handle as if an implicit call E5_RELEAB#&S been made. If the underlying FSD fails a call to
delete, the FSDK will subsequently call FS_RELEASE on that file handle. Note that Windowsrapplitati
not learn of the rejected delete as a result of failing this call because this operation is done when the file is
closed by the application and thus there is no mechanism for reporting this error back to the application.
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Returns:
STATUS_SUCCES® delete operation was successful
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FS DELETE3
NTSTATUS
(*FS_DELETE3)(
INFS_FILE_HANDLE FileHandle ,
IN OUT PFS_DELETE3_EXTENDED_INFO ExtendedInformation );
Status: Required Used if Present
Media File Systems | No Yes
Network File Systems | No Yes
Pseudo File Systems | No Yes
Parameters:

FileHandla The FSirovided file handle that represents the file or directory being deleted.

ExtendedInformatiom Pointer to FS_DELETE3 _EXTENDED_INFO structure containing infomfdéon o
to be deleted.

Description:

This routine may be called to delete an existing file, link, or directory. Note that unlike FS_DELETE this call
also specifies the containing directory, instance name and whether or not to release the handle of the file
that is being deleted. For file systems supporting hard linked files this information is necessary to allow the
FSD to identify the corretink to be deleted, not just the corredile.

Note that under certain circumstances, the FSDK Wrapper may ndileacaprovide the name. In such a
case, only thé-ileHandleand ParentDirectoryHandlare provided, and th&ileNamasNULL.In such a
case, theFileHandleepresents a directory.

It is a restriction of the FSDK that a directory cannot support morentlassingle link
to it. Because of this, the FileHandle and ParentDirectoryHandle are sufficient to
provide an unambiguous description of a directory being deleted.

Upon a successful completion of this call, the specHigeHandlés no longer valid. &t is, the Wrapper

will treat the handle as if an implicit call E5_ RELEAB#&S been made. If the underlying FSD fails a call to
delete, the FSDK will subsequently call FS_RELEASE on that file handleatN@bedtws applications will

not learn of the rejected delete as a result of failing this call because this operation is done when the file is
closed by the application and thus there is no mechanism for reporting this error back to the application.

Returrs:
STATUS_SUCCE8 delete operation was successful
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FS_DISCONNECT

NTSTATUS
(*FS_DISCONNECT)(
IN FS_VOL_HANDLE FsdVolumeHandle );

Status: Required Used if Present
Media File Systems | No No
Network File Systems | No Yes
Pseudo File Systems | No No

Parameters:

FsdVolumeHandle The handle to be used by the Wrapper to identffis network share when
communicating with the FSD.

Description:
This routine is used to tear down an existing connection. It is the equival@munmountin the media file
system case.

To disconnect a drive, the Wrapper relies upon fineelevel that was specified by the Network Provider
(seeOW_FSCTL_DISCONNE®@Men the disconnection is not forced, the Wrapper will attempt to flush all
outstanding dirty data back to the underlying file system. It will then purge all VM references to those files.

Operational experience indicates that this initial purge doesahetys succeed but that subsequent VM
activity will release all page references and the volume can be disconnected. During disconnection, all
remaining file handles will be released back to the underlying FSD. Finally, the root directory handle of the
F® will be released and FS_DISCONNE(e called to complete the operation.

Once this routine has returned successfully, the Wrapper will no longer udestidolumeHandl®r access
to the underlying file system.

Returns
STATUS_SUCCES® disconnect operation was successful
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FS FLUSH

NTSTATUS

(*FS_FLUSH)(

IN FS_FILE_HANDLE  FileHandle);
Status: Required Used if Present

Media File Systems | No Yes

Network File Systems | No Yes

Pseudo File Syems No Yes
Parameters:

FileHandla The FSirovided file or directory handle.

Description:

This routine is used to ensure that any F@bhed information regarding the given file or directory has been

committed to disk.

Note that the Wrapper assumem® userdata was cached regarding the file or directory. Rather this is used

to ensure that anynetadataassociated with the file has been successfully written.

Note that if an FSD doe® write-behind caching of FSD metadata, this entry point need naupported.

Typically, there is little the Wrapper can do to recover from an error returned from this function. Thus, the

FSD should only return an error for an unrecoverable failure, such as an I/O error.

Returns:

STATUS_SUCCES8 operation was succeul
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FS_FSCTRL

NTSTATUS
(*FS_FSCTRL)(
IN FS_VOL_HANDLE FsdVolumeHandle
IN ULONG ControlCode
IN PVOID InputBuffer
IN ULONG InputBufferSize
IN PVOID OutputBuffer
IN ULONG OutputBufferSize
OUT PULONGBYytesWritten
OUT PULONGBYytesNeeded );

Status: Required Used if Present

Media File Systems | No Yes

Network File Systems | No Yes

Pseudo File Systems | No Yes

Parameters:
FsdVolumeHandle The FSEprovided handle representing the volume to be used for this operation.

GontrolCodet  The identifier for the FSBpecific control operation.

InputBuffert  The input information (if any) for this control operation.

InputBufferSize The size of the information contained within the input buffer.

OutputBuffert  The location wher@utput information for this control operation should be written (if any).
OutputBufferSize The size of the data contained within the output buffer. This fialdbe zero.
BytesWrittent  The number of bytes written to the output buffer.

BytesNeeded The number of bytes actually required in the output buffer to complete the operation.

Description:

This routine allows FSiefined control information to be sent between external (application) programs and
the FSD. This can be used to implement statisatiseging, modify file system behavior, etc.

The Wrapper provides both tHaputBufferand OutputBufferto the FSD. These buffers have been probed
for access and should be considered safe to access by the FSD without additional exception handlers or
probing required.
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If the InputBufferis too small to contain the necessary information, the FSD should return
STATUS_INVALID_PARAMETER. OLtipetBufferis too small the FSD should return
STATUS_BUFFER_TOO_SMALL aBgtesieedetb indicate the minimum gied buffer required.

Additionally, certain IOCTL values have been defined for use with the Wrapper. They are described in more
detail in theWrapper ICCTL Interfaceection of this document. The FSD is fregrtplement and define
additional IOCTL values.

Returns:
STATUS_SUCCE®SS I/0 Control operation completed successfully

STATUS_INVALID_PARAMETHERNput buffer was too small

STATUS_BUFFER_TOO_SMAe&loutput buffer was too small
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FS_GET_ATTRIBUTES

NTSTATUS
(*FS_GET_ATTRIBUTES)(

IN FS_FILE_HANDLE FileHandle,

IN OUT PFS_FILE_ATTRIBUTES  FileAtttributes);

Status: Required Used if Present
Media File Systems | Yes Yes
Network File Systems | Yes Yes
Pseudo File Systems | Yes Yes

Parameters:

FileHandla The FSiprovided file handle for which the attributes are being retrieved.

FileAttributest The Wrappefallocated buffer containing the general file attributes.

Description:
This routine is used to retrieve basic attribatassociated witlnyfile or directory stored by the FSD:

CreationTime Indicates when the file was first created

LastAccessTimdndicates the last time the file was accessed

LastModifiedTime Indicates the last time the contents of the file were et
Attributes¢ Standard Windows file attributes (reamhly, hidden, system, archive, etc.)

LastByteWritten Last byte in the file modified by the application program. It is the ValidDatalLength
according to Windows and is <= ValidDataLength.

ValidDatd ength- Last byte in the file that may be read. It is the "end of file" marker for the file and
<= DiskSize

DiskSize Number of bytes actually allocated, independent of data size
LinkCount Number of hard links associated with this file
FileID- Unique64-bit file descriptor

TheFileAttributesstructure £S_FILE_ATTRIBUMibbe allocated by the Wrapper and need only be filled
in by the FSD. Time values are expressed as the count-ofab@3econd intervia since January 1, 1601.
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The FSD is free to define any or all of these fields to fit its own implementation requirements. Fields that are
not supported by the FSD should be set to zero.

TheFilelDfield is defined by the FSD and is used by the WrappardalLJLJ2 NIi &2 LISy o0& TFA€ S
applications. This ID value must uniquely identify the file, although this value may be reused after the
system is rebooted. If this value is zero, the Wrapper will not support opening a file by ID.

Returns:
STATUS LB CESSthe operation was successful
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FS GET_EA
NTSTATUS
(*FS_GET_EA)(
IN FS_FILE_HANDLE FileHandle,
IN OUT PVOID EABuUffer ,
IN OUT PULONG EABufferSize );
Status: Required Used if Present
Media File Systems | No Yes
Network File Systems | No Yes
Pseudo File Systems | No Yes
Parameters:

FileHandla The FSiprovided file or directory handle against which the EA is stored.
EABuffer  This buffer contains the extended attribute set for this file (if any).

EABufferSize On input, this value is the size of tB&Bufferllocated by the wrapper. On output, this
value indicates the size of tlieABuffereturned to the Wrapper by the FSD.

Description:
This routine is used to retrieve the extended attribute information agsed with the specified file or
directory. When the FSDK first calls the FSD with this routind; AlBuffeiis passed in as a null pointer and
the EABufferSizis set to zero. If there is extended attribute information associated with the file or
directory, then the FSD will return return STATUS BUFFER_OVERFLOW and the true size of the buffer
needed inEABuUfferSizeOn the next call, theE ABuffemwill point to the buffer containing a
FILE_FULL_EA_INFORMATION structure/BdfferSizeill indicate tre required size, as returned by the
first call. The FILE_FULL_EA_ INFORMATION structuretdcdiah) is:
typedef struct _FILE_FULL_EA INFORMATION {

ULONG NextEntryOffset;

UCHAR Flags;

UCHAR EaNamelLength;

USHORT EaValuelLength;

CHAR EaName[1];
} FILE_FULL_EA_INFORMATION, *PFILE_FULL_EA_INFORMATION;

Because the buffer used to stoEABuffelis allocated by the Wrapper prior to calling the FSD, it is possible
the allocated buffer will be too small. In this case, the FSD shoukirdduférSizeo indicate the minimum
acceptable size of the buffer and return STATUS_BUFFER_OVERFLOW.

Returns:
STATUS_SUCCES8® operation was successful
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STATUS_BUFFER_OVERFKLiG8buffer provided was too small. The minimum sized buffer required is
specifed inEaBufferSizapon return from the FSD.

STATUS_NO_EAS_ON_€&thEre are no EAs on the file or directory
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FS_GET_NAMES

NTSTATUS
(*FS_GET_NAMES)(
IN FS_FILE_HANDLE FileHandle,
IN OUT PUNICODE_STRING LongName,
IN OUT PUNICODE_STRING ShortName );

Status: Required Used if Present
Media File Systems | No Yes
Network File Systems | No Yes
Pseudo File Systems | No Yes

Parameters:

FileHandla The FSEprovided file handle against which this operation is being performed.
LongNama On nput, the long name for this file (if known). On output, a long name for this file.

ShortNamea On input, the short name for this file (if known). On output, a short name for this file.

Description:

In order to allow the FSDK to handle long/short narseiés more effectively (in earlier versions it
accomplishes this by enumerating the directory and matching the names in that fashion) this API allows the
FSDK to specify one of the known names for a file and retrieve the corresponding long or short ridmme for
file.

If this APl is not supporteahdthe FSD has set OW_FS ATTR_SHORT_NAMES, the FSDK will query the
directory.

If the FSD has set OW_FS_ATTR_FSD_SHORT_NAMESntisitb&RLpported.

Returns:
STATUS_SUCCES$® operation was successful.

STATUSBUFFER_OVERFLOWe (or both) of the buffers was too small.
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FS_GET_NAMES2

NTSTATUS
(*FS_GET_NAMES2)(

IN FS_FILE_HANDLE FileHandle,

IN OUT PUNICODE_STRING LongName,

IN OUT PUNICODE_STRINGShortName,

IN OUT PFS_GET_NAMES2_EXTENED_INFO Extendedinfo  );

Status: Required Used if Present
Media File Systems | No Yes
Network File Systems | No Yes
Pseudo File Systems | No Yes

Parameters:

FileHandla The FSEprovided file handle against which this operation is being performed.
LongNanet On input, the long name for this file (if known). On output, a long name for this file.
ShortNamea On input, the short name for this file (if known). On output, a short name for this file.

ExtendedInfa This contains specific information about ttyge of name being sought in this case.

Description:

In order to allow the FSDK to handle long/short name issues more effectively (in earlier versions it
accomplishes this by enumerating the directory and matching the names in that fashion) this APtkadlow
FSDK to specify one of the known names for a file and retrieve the corresponding long or short name for the
file.

If this APl is not supporteahdthe FSD has set OW_FS ATTR_SHORT_NAMES, the FSDK will query the
directory.

If the FSD has set OW_FS RTHSD SHORT_NAMES, thisnBlibe supported. This APl must also be
provided if LookupByld or LookupByObijectld are supported.

Returns:
STATUS_SUCCE 8 operation was successful.

STATUS_BUFFER_OVERFL.@W (or both) of the buffers was too small.
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FS_GET_SECURITY

NTSTATUS
(*FS_GET_SECURITY)(
IN FS_FILE_HANDLE FileHandle,
IN OUT PVOID * SecurityDescriptor ,
IN OUT PULONG SecurityDescriptorSize );

Status: Required Used if Present
Media File Systems | No Yes
Network File gstems | No Yes
Pseudo File Systems | No Yes

Parameters:

FileHandla The FSiprovided file or directory handle on which the security descriptor is to be retrieved.

SecurityDescriptar  This buffer contains the selélative format security descriptor sted with this file (if
any).

SecurityDescriptorSize This value indicates the size of tBecurityDescriptaeturned to the Wrapper by
the FSD.

Description:

This routine is used to retrieve the Windofmat security information for the given file if omxists. If

not, the SecurityDescriptaralue should be set thilULLwhich indicates that there is no security descriptor
associated with the file. Otherwise, the return8dcurityDescriptashould point to a buffer containing a
valid security descriptofuseRtlValidateSecurityDescriptaio validate security descriptors). If the returned
SecurityDescriptdras no associated DACL then no access will be granted to the file, except for specific
operations:

e Any process witlseTakeOwnershipPrivilegaay takeownership of the file, which will create a
new security descriptor encoding the new owner of the file.

e Any process associated with tlDthat owns the existing file (if any) may change the security
descriptor for the file.

Support for FS_GET_SECURIaptianal. However, the FSD must support both FS_GET_SECURITY and
FS_SET_SECURITY if it supports either interface.

This operation requests that the FSD return a-sglHtive formatted security descriptor for the file or
directory if one exists. If it doeist, the FSD should allocate a buffer sufficiently large to contain the
security descriptor by callinQwAllocateSDBuffeand using that buffer to store the security descriptor.

To summarize:

©| OSR Open Systems Resources, Inc.




_ FSDKProgramming Interface

e Upon entry to the FSD, the value contained®ecurityDescripr will be NULL

e If the file or directory does not have a security descriptor, the FSD should return an error status
(all error status are treated as indications there is no security descriptor). The FSDK will not
track a security descriptor for thisdi(although an external application can set one, if
supported by the FSD).

e If the file or directory has an empty security descriptor, the FSD should return a valid security
descriptor that does not contain any of the four fields (owner SID, group SID, &ASACL).
The buffer should be allocated usif@yvAllocateSDBuffeand the size returned should be the
value returned byRtlLengthSecurityDescriptdior equivalent calculation).

e If the file or directory has a security descriptor, the FSD should alladatéfer of sufficient size
usingOwAllocateSDBuffeand set the value dbecurityDescriptdo the address of the buffer.
The contents of the security descriptor buffer must be a valid security descriptor.

Each file or directory can have its own distigeturity descriptor.

The security information contained in the buffer is generally not useful to the FSD. This interface provides a
simple mechanism that allows a file system to support standard Windows security policies by simply storing
and retrieving scurity information on a per file (or directory) basis. The wrapper performs all security

operations for the FSD if the FS_GET_SECURITY and FS_SET_SECURITY interfaces are implemented by the
FSD.

Additional security policies may be implemented using theARCESS interface.

The FSDK will deallocate the buffer returned by the FSD for the security descriptor.

Returns:
STATUS_SUCCES8® operation was successful.

STATUS BUFFER_OVERFLBMEecurityDescriptdouffer was too smallSecurityDescriptorSizeset to
the minimum size.
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FS_GET_UNC_VOLUME_ATTRIBUTES

NTSTATUS
(*FS_GET_UNC_VOLUME_ATTRIBUTES)(
IN FS_FILE_HANDLE FileHandle ,
IN PFS_VOL_ATTRIBUTES VolumeAtttributes
IN OUT PULONG VolumeAttributesBufferS ize );

Status: Required Used if Present
Media File Systems | No No
Network File Systems | No Yes
Pseudo File Systems | No No

Parameters:

FileHandla An FSEprovided handle representing a file or directory on the UNC volume of interest.
VolumeAttributes; The Wrappesallocated structure being filled in by the FSD.

VolumeAttributesBufferSizeOn input, the size of th®olumeAttributesuffer. On output, the number of
bytes of data in the buffer.

Description:

This routine is used by the FSDK to retrieolime attributes for a given UNC volume. Because such a
volume does not haveonnection statessociated with it, there is no corresponding volume information to
provide. If the FSD does not provide this information, the FSDK will return syntheticahatgd

information to the application program.

Returns:
STATUS_SUCCES$t buffer contains the complete information

STATUS_BUFFER_OVERFL1@&buffer was not large enough for the information. The
VolumeAttributesBufferSizmntains the minimum buffiesize required.

m ©| OSR Open Systems Resources, Inc.



_ FSDKProgramming Interface

FS_GET_VOLUME_ATTRIBUTES

NTSTATUS

(*FS_GET_VOLUME_ATTRIBUTEX
IN FS_VOL_HANDLE FsdVolumeHandle,
IN OUT PFS_VOL_ATTRIBUTES VolumeAtttributesBuffer
IN OUT PULONG VolumeAttr ibutesBufferSize );

Status: Required Used if Present
Media File Systems | Yes Yes
Network File Systems | No Yes
Pseudo File Systems | Yes Yes

Parameters:

FsdVolumeHandle The FSEprovided handle representing the volume to be used for this operation.

VdumeAttributesBuffer The Wrappeiallocated buffer where the FSD will store the volume general
attributes.

VolumeAttributesBufferSize On input, the size of th¥olumeAttributesBuffer On output, the number of
bytes of data in the buffer

Description:
This routine may be used to retrieve one of two possible-y@ume attribute structures: Volume
Attributes FS_VOL_ATTRIBUJI&Extended Volume AttributeE$ EXTENDED_VOL_ATTRIBUTES

Volume Attributes
This first structure is compatible with the FSDK V1.0 structure (see the complete definition of the structure

FS VOL_ATTRIBUTES in this document.) The critical filsl are:

CreationTime when the volume was first initialized (this is the time when the volume was
formatted)

SerialNumber a unique number identifying this file system instance
LabelLength the volume label length in bytes

Unused; this field is not usé and must be zero for compatibility
VolumeSize the number of allocation units available on the volume
FreeSpacethe number of unallocated allocation units on the volume

BytesPerAllocationUnitthe number of bytes per allocation unit
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DeviceType stardard Windows device type information.

DeviceCharacteristicsstandard Windows device characteristics
VolumelLabel the volume label

The Wrapper allocates théolumeAttributesBuffer The size of the passéul buffer is
VolumeAttributesBufferSizeShouldit not be large enough to contain the volume attributes being returned
by the FSD, th¥olumeAttributesBufferSigmrameter should be set to the minimum size required and
STATUS_BUFFER_OVERFLOW should be returned to the Wrapper.

All times must be returnedh Windows standard format the number of 100 nanosecond intervals since
January 1, 1601.

The Wrapper considers the values provided in this data structure informational in nature and hence it is the
responsibility of thé=Sto define the precise semansf these calls. The one exception to this is the
DeviceCharacteristi¢eeld that must conform to the Windows semantics for Device Characteristics, namely
one or more of the following.

FILE_CASE_SENSITIVE_SEARCH
FILE_CASE_PRESERVED_NAMES
FILE_UNICODE_QNSK
FILE_PERSISTENT_ACLS
FILE_FILE_COMPRESSION
FILE_VOLUME_IS_COMPRESSED

These values are from winnt.h and describe basic characteristics of a given file system
device.

If any particular field is not supported by the FSD, it should be set to zero éguiisalent for the data type,
adzOK |a GKS aydzZf A0GNAYy3IE F2N GKS x2fdzyS[FoStood

Extended Volume Attributes
In order to allow for additional information to be passed as a result of this call, a newer structure, the

Extended Volume Attributedructure (seetie complete definition of the structure
FS_EXTENDED_VOL_ATTRIBat@éES this document) has been defined in a fashion that is upwards
compatible with the previous implementation of volume attributes. An F@& return this extended

volume attributes structure; that this extended volume attributes information is being returned is indicated
using a newlagsfield that overlaps with the previoudnusedield. Thiglagsfield must have the
OW_VOL_ATTR_FLAG HEMNOED bit set. The FSDK uses this bit to determine if the new version (extended
volume attributes) or the old version is present in the return buffer.
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Returns:
STATUS_SUCCES$® operation was successful.

STATUS_BUFFER_OVERFRiB&Y olumeAttributesBudér is too small. The minimum sized buffer required
is returned involumeAttributesBufferSize
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FS_IOCTL

NTSTATUS
(*FS_IOCTL)(
IN FS_FILE_HANDLE FileHandle,
IN ULONG ControlCode
IN PVOID InputBuffer
IN ULONG InputBuffer  Size ,
IN PVOID OutputBuffer
IN ULONG OutputBufferSize
OUT PULONGBYytesWritten
OUT PULONGBYytesNeeded );

Status: Required Used if Present

Media File Systems | No Yes

Network File Systems | No Yes

Pseudo File Systems | No Yes

Parameters:

FileHandla The FSirovided handle representing the file to be used for this operation.
ControlCoda The identifier for the FSBpecific control operation.

InputBuffert  The input information (if any) for this control operation.

InputBufferSize The size of thenformation contained within the input buffer.

OutputBuffert  The location wher@utputinformation for this control operation should be written (if any).
This field may be NULL if tutputBufferSizparameter is zero.

OutputBufferSize The size of thelata contained within the output buffer. This field may be zero.
BytesWrittent  The number of bytes written to the output buffer.

BytesNeeded The number of bytes actually required in the output buffer to complete the operation.

Description:

This routire allows FSIdefined control information to be sent between external (application) programs and
the FSD. This can be used to implement statistics gathering, modify file system behavior, etc. The key
difference between this routine and theS_FSCTRAhtry point is that this routine is targeted towards a
particularfile while the other entry point is targeted towards the entire file system.

The Wrapper will provide both theputBufferand OutputBufferto the FSDindicating the size of each. If
the input buffer size is incorrect, the FSD should return STATUS_INVALID_PARAMET&Rpulfibéer
size is incorrect, the FSD should return STATUS BUFFER_TOOB@EBWLitenshould be zero, and
BytesNeededhoud indicate the minimum size of the output buffer to complete the operation.
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Note that this call is not identical to the FS_FSCTL entry point in that the target of the call is different. For
this call, the target is the specified file, while in the pregi@ase, the target is the FSD itself. Thus, this may
be used to implement pefile mechanisms for use with a particular FSD.

For media file systems, the Control Code must use a device type of FILE_DEVICE_FILE_SYSTEM. All other
control code values willdpassed to the underlying physical media device object bu the wrapper. This
behavior is compatible with the existing implementation of the Windows physical file system.

Returns:
STATUS_SUCCES® operation was successful.

STATUS_INVALID_DEVICE_REQlHSdlevice does not support the requested operation.
STATUS_INVALID_PARAMETE®RInput buffer was not the correct size.

STATUS_BUFFER_TOO_SKithieloutput buffer was too small for the given operation.
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FS_LINK
NTSTATUS
(*FS_LINK)(
IN FS_FILE_HANDLE DirectoryHandle
IN FS_FILE_HANDLE FileHandle,
IN PWSTR LinkName ,
IN PWSTR ShortLinkName );
Status: Required Used if Present
Media File Systems | No Yes
Network File Systems | No Yes
Pseudo File Systems | No Yes
Parameters:

DirecoryHandlet The FSiprovided directory handle that contains the directory where the new link is to
be created.

FileHandla The FSiprovided file handle representing an existing file.

LinkNamer The name of the new link to be created. This nammipemitted to contain an embedded
path and mushot be an existing entry in the directory representedbyectoryHandle.

ShortLinkName The alternate (8.3) name of the new link to be created. If null, there is no alternate name.

Description:

This routine isised to create dard linkto an existing file. It is the responsibility of the FSD to manage the
link count information associated with the given file and to ensure that the actual file is not deleted until the
last link to that file is deleted.

It is an error to create a hard link to a directory.
Note that the Win 32 API CreateHardLink allows for the creation of hard links.

Returns:
STATUS_SUCCESt create operation was successful

©| OSR Open Systems Resources, Inc.



_ FSDKProgramming Interface

FS_LOCK

NTSTATUS
(*FS_LOCK)(
IN FS_FILE_HANDLE FileHandle,
IN LARGE_INTEGER Offset,
IN LARGE_INTEGER Length,
IN BOOLEAN Exclusive,
IN BOOLEAN Wait,
OUT PFS_LOCK_HANDLHB ockHandle);

Status: Required Used if Present

Media File Systems | No Yes

Network File Systems | No Yes

Pseudo File Systems | No Yes

Parameters:
FileHandlet The FSHrovided handle identifying the given file.

Offsett The first byte in the locked range.

Lengtht The number of bytes to lock beginning@ifset

Exclusive Indicates if the requested lock is fexclusivewrite) or shared(read) access to the file.
Wait T Indicates if the call shouldlockwaiting for the lock to be acquired.

LockHandle The FSHlefined identifier for this particular lock.

Description:

The Wrapper always provides the standard Windows byte rdogéng package. However, some file
systems may require notification of such lock requests in order to coordinate with access external to the
local host computer and of which the Wrapper would otherwise not be aware.

Each lock request passed to the FSdissnct. The Wrapper will not request that the FSD acquire locks
incompatible with previously granted locks, but may request that the FSD grant locks compatible with
previously granted locks. Each such locking request should either be denied, reanrd@pgropriate error
status, or granted. For each such unique lock handle that is returned, a subsequent unlock call (see
FS_UNLOGMKIill be made by the Wrapper to the FSD.

If this routine is not implemented kiyhe FSD, all byte range locking will be done without support from the
FSD.
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If the Wait parameter is TRUE, the calling thread should block until the lock can be granted\Whithe
parameter is FALSE and it is possible for the FSD to grant the locktwithiing, it should do so.
Otherwise, the FSD should return STATUS_LOCK_NOT_GRANTED.

TheLockHandIgparameter is created by the FSD to identify this particular lock. The Wrapper uses itin a
subsequent call to release the lock. Please note that tiierR@st return an identicdlockHandlevhen
attempting to lock the sam@®ffsetand Length of a specific file identified by an identidéleHandle.

Returns:
STATUS_SUCCES® lock was granted

STATUS_FILE_LOCK_CONE&tHE€Tock could not be granted due a lock conflict

STATUS_LOCK_NOT_GRANTHeDock could not be granted for unspecified reasons.
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FS LOOKUP
NTSTATUS
(*FS_LOOKUP)(
IN FS_FILE_HANDLE DirectoryHandle
IN PWSTR FileName ,
IN BOOLEAN Caselnsensitive s
OUT PFS_FILE_HANDLE FileHandle,
OUT PULONGTYype);
Status: Required Used if Present
Media File Systems Yes Yes
Network File Systems | Yes Yes
Pseudo File Systems | Yes Yes
Parameters:

DirectoryHandét The FSErovided directory handle representing the base directory from which this file
itself is being opened.

FileNamer A nuliterminated wide character string describing the file or directory to be located. The file
name will contain neither wildeds nor a partial pathname.

Caselnsensitive Indicates if thecaseof the name should be ignored when looking for the file name within
the directory.

FileHandla The FSirovided handle to the returned file or directory.

Typet The type of file that habeen opened.

Description:

The Wrapper calls this entry to obtain a handle for subsequent reference to a file or directory. This file
handle will be used in subsequent operations from the Wrapper to the FSD.

A lookup is performed for a particular entry agilze to a given directory. ThHeirectoryHandléndicates the
directory to be searched and tHeleNameandicates the name to be located.

TheFileNamd,lJF NI YSGSNI Y@ y2i AyOf dR@S I yIRN K6 yDSLIVNI2G 3/«
Yy I Y S ¢ @aséngersiivgparameter is used to indicate if name comparisons should depend upon the

case of the names being identical. The Wrapper rejects all names containing Win32 wildcard characters

prior to passing such names to the FSD, so the FSD need not cNdcksfdi £ RO NR  OK I NJ Od S NA

If the givenFileNameexists within the directory represented IirectoryHandlethe FSD will create a
FileHandlgepresenting that file or directory for use in subsequent calls to and from the file system.
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If the given FileNamedoes not exist within the directory represented ByrectoryHandlethe FSD will return
STATUS_OBJECT_NAME_NOT_FOUND to the Wrapper.

If more than one file or directory with the givétileNameexists within the directory represented by
Directorythndle the FSD may returanyone of the files or directories within the directorfzor example,

this would be the case for a file created from a case sensitive system such as POSIX and then accessed from
a case insensitive system such as Win32.

If the F® returns STATUS_SUCCESS (indicating the operation was succes$sfaNanhdlaeturned must
be valid. The Wrapper will then use it for subsequent calls to the FSFildHandlegemains valid until a
subsequent call to th&S_RELEASHry point for the file system.

TheTypefield indicates what type of file or directory has been found. It is one of the following values:
OW_HANDLE_TYPE_FILE
OW_HANDLE_TYPE_DIRECTORY
OW_HANDLE_TYPE_SYMBONK LI
OW_HANDLE_TYPE_OTHER

This allows the Wrapper to restrict operations (such as enumerating the contents of a directory) to the
appropriate type of object (a directory).

Other types may be defined as necessary in the future.

This interface allows the supping of streams using the standard NTFS moddtréamis uniquely
ARSYGUATASR o6& (GKS adzZFfAE aYYé F2i{t26SR o6& | ylYS
stream is $DATA and hence a file without an explicit stream name will Iségdeoed to be equivalent to a
streamwithi KS yIFYS aYYpP5! ¢! ¢ |LIWISYRSR (G2 Ado

What constitutes a valid file name may be arbitrarily restricted by the FSD. The Wrapper does not explicitly
enforce any particular name requirements.

The Wrapper implements anternal reference counting mechanism so that it is not necessary for the FSD
to do so. Thus, the Wrapper may call the FS_LO@Ké&face many times but will only call the&S_RELEASE
interface once, when the last reference to the file or directory is released by the Wrapper.

Returns:
STATUS_SUCCES8® lookup was successful

STATUS_OBJECT_NAME_NOT_FOthdDamed file or directory could not be locateddhtine operation
failed.
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FS_LOOKUP_BY_ID

NTSTATUS

(*FS_LOOKUP_BY_ID)(
IN FS_FILE_HANDLE DirectoryHandle,
IN LARGE_INTEGER Fileld,
OUT PFS_FILE_HANDLE FileHandle,
OUT PULONGTYype);

Status: Required Used if Present
Media File Systems | No Yes
Network File Systems | No Yes
Pseudo File Systems | No Yes

Parameters:

DirectoryHandle The FSHrovided directory handle representing the base directory from which this file
itself is being opened.

Fileldt A large integer FSEpecific ID used to identify the given file.
FileHandla The FSiprovided handle to the returned file or directory.

Typet The type of file that has been opened.

Description:
The WrapperwillcallthSy G NB L2 AYy G Ay 2NRSNJ (2 NBaz2ft @S |y a2 LS

Operationally, this call is identical E5_LOOKWXcept that a File ID is used in place of a file name.

The construction of a file ID is FSjcific. The actual file ID to use is retrieved from a previously opened
file object (q.v.FS_GET_ATTRIBUTHYpically, this operation is used by file servers that implement
stateless file system protocols @mence embed the file id in an opaque network file handle.

Note that support for this interface is currently not required for Windows. This functionality is currently
dza SR o0& (KS a{SNIBAOSAa C2NJ al OAy (2 &K ¢oducycannoiie S NIIA OS
used with any file systems other than NTFS and CDFS.

If this entry point is supported, then the FSD should also sugi®nGET _NAME$S DELETES
FS_RENAME2

Returns:
STATUS_SUCCES8® lookup was successful

STATUS_OBJECT_NAME_NOT_FOthsbokup failed
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FS_LOOKUP_BY_OBJECT_ID

NTSTATUS
(*FS_LOOKUP_BY_OBJECT_ID)(

IN FS_FILE_HANDLE DirectoryHandle,

INGUID *Guid,
OUT PFS_FILE_HANDLE FileHandle,
OUT PULONGTYype);

Status: Required Used if Present
Media File Systems | No Yes
Network File Systems | No Yes
Pseuddrile Systems | No Yes

Parameters:

DirectoryHandle The FSHrovided directory handle representing the base directory from which this file

itself is being opened.

Guidt A 16 byte data element used within the Windows system as a "globally unique idéntifier

FileHandla The FSiprovided handle to the returned file or directory.

Typet The type of file that has been opened.

Description:

¢CKS 2NJILIWISNI gAff OFftf GKAAa SyYyaNER LRAYI

AY 2NRSNJI

Operationally, thisall is identical td=S_LOOKWXcept that a Guid is used in place of a file name.

A globally unique identifier may be assigned by the file system. If the file system does not assign a GUID but
wishes to supporper-file GUIDs, it must allow applications (via the appropriate FSCTL operations) to set the
GUID value for the given file. The GUID of the given file is retrieved usirR§@E. GET_OBJECT ID

operation.

Note that support for this interface is currentiypt required for Windows. This functionality is currently
used by several OS components, such as the Single Instance Store (SIS).

If this entry point is supported, then the FSD should also sugi®nGET _NAME$S DELETES

FS_RENAMEZ2

Returns:

STATUS_SUCCES8® lookup was successful

STATUS_OBJECT_NAME_NOT_FOthsbokup failed
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FS_LOOKUP_PATH

NTSTATUS
(*FS_LOOKUP_PATH)(
IN FS_FILE_HANDLE DirectoryHandle,
IN PWSTR PathName,
IN BOOLEAN Caselnsensitive ,
IN PIO_SECURITY_CONTEXT CallerSecurityContext
OUT PFS_FILE_HANDLE ParentDi rectoryHandle
OUT PFS_FILE_HANDLE FileHandle,
OUT PULONGTYype);

Status: Required Used if Present
Media File Systems | No Yes
Network File Systems | No Yes
Pseudo File Systems | No Yes

Parameters:

DirectoryHandlea The FSErovided directory handle igresenting the base directory from which this file
itself is being opened.

PathNamer A nuliterminated wide character string describing the partially qualified path of the file or
directory to be looked up.

Caselnsensitive Indicates if thecaseof the rame should be ignored when looking for the file name within
the directory.

CallerSecurityContext The security context of the caller attempting to perform the lookup operation.

ParentDirectoryHandle The FSirovided handle to the directory in which ttige or directory
represented byFileHandlds located.

FileHandla The FSirovided handle to the returned file or directory.

Typet The type of file that has been opened.

Description:

The Wrapper calls this entry to obtain a handle for subsequent rater¢o a file or directory. This file
handle will be used in subsequent operations from the Wrapper to the FSD.

Returns:
STATUS_SUCCE 8% lookup was successful

STATUS_ACCESS_DEgliR®caller did not have sufficient privilege level to access the fil

STATUS_OBJECT_PATH_NOT_FRQaJddnponent of the path name was not valid
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STATUS_OBJECT_NAME_NOT_FQthNIast component of the path name was not valid

If the FSD returns STATUS_OBJECT_NAME_NOT_FOUND the ParentDirectoryHandle
must be a valid handleThis allows for the creation of new files, for example, where the
directory does exist, but the new file does not.
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FS MOUNT
NTSTATUS
(*FS_MOUNT)(
IN PVOID MediaHandle
IN O UT PFS_VOL_HANDLEFsdVolumeHandle,
OUT PFS_FILE_HANDLE RootDirectoryHandle );
Status: Required Used if Present
Media File Systems | Yes Yes
Network File Systems | No No
Pseudo File Systems | Yes Yes
Parameters:

MediaHandler An opaque handle providedylihe Wrapper to the FSD to indicate what media is being
mounted.

FsdVolumeHandle The handle to be used by the Wrapper when sending messages to the FSD. This
context handle is providetb the Wrapperbythe FSD.

RootDirectoryHandle The file handleapresenting thaoot directoryof the given file system media
device.

Description:
Themountentry point is used by the Wrapper to provide the FSD with an opportunity to examine the
proffered volume and determine if the disk signatimdicates the givenalume belongs to this FSD.

For physical media file systems, thiediaHandles used in the loweedge routines to indicate the
particular media volume being managed. For a pseudo file systervedeaHandlerepresents the opaque
handle value provided® LJ- NIi 2F | alLJASdzR2 Y2dzylé 2LISNI A2y D

An FSD is responsible for examining the volume specified dy¢ldéaHandleand determining if the volume
should be mounted. The exact mechanism for doing this is the responsibility of the FSD, but is normally
donevi a42YS GRA&1l &aA3Iyl GdaNB¢ SEFYAYlLGAZ2Y YS(iK2RO®

Returns:
STATUS_UNRECOGNIZED_VOt thdkzolume specified is not mountable by this file system.

STATUS_SUCCE8% volume has been successfully mounted
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FS_QUERY_PATH

NTSTATS
(*FS_QUERY_PATH(
IN PWSTR PathName,
OUT PULONGPathNameAccepted ,
OUT PFS_FILE_HANDLE DirectoryHandle);

Status: Required Used if Present
Media File Systems | No No
Network File Systems | Yes Yes
Pseudo File Systesm | No No

Parameters:
PathNamer The nulterminated UNC name to be analyzed by the FSD.

PathNameAccepted The number of bytesnpt wide-characters) recognized by the FSD as being the
GLINBFAEE 2F | ySig2N] akKl NBo

DirectoryHandlea The FSD provided handised to represent the directory recognized by the FSD.

Description:

This routine is called by the Wrapper to determine if the network FSD recognizes a given UNC name. Ifitis
recognized, the FSD should return STATUS_SUCCESS and indicate the poetioenoé that represents a

valid network sharenotA y Ot dzZRAy 3 G KS FA Y& 2% Ll NS GNBND 20KyF AN ORI SIN:
If the UNC name is not recognized, the FSD should return STATUS_OBJECT_NAME_NOT_FOUND.

TheDirectoryHandlevill be usedn subsequent calls to access the network share via its UNC name. This
DirectoryHandlenust remain valid until a subsequent callR§8 RELEA®B&™M the Wrapper.

¢CKS LlzN1J2aS 2F (KAA ONARKAWG 2R IRSIUISNIVA &t 1GKISYy &2 & %
Windows OS components query each registered UNC provider in order to determine where to send
subsequent requests for that particular name. However, rather than restrict it only to a given file, the

inteNF I 0S A& O02yadNHzZOGSR a2 GKIG GKS C{5 AYRAOI({Sa ¢
match the same prefix can be routed immediately to the correct file system, thus enhancing the overall
performance and responsiveness of the system.

Reurns:
STATUS_SUCCES8# prefix was recognized

STATUS_OBJECT_NAME_NOT_FOQtbhNprefix was not recognized
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FS READ
NTSTATUS
(*FS_READ)(
IN FS_FILE_HANDLE FileHandle,
IN LARGE_INTEGER FileOffset,
IN PMDL Buffer ,
IN ULONG BufferSize
OUT PULONGBYytesRead );
Status: Required Used if Present
Media File Systems Yes Yes
Network File Systems | Yes Yes
Pseudo File Systems | Yes Yes
Parameters:

FileHandla The FSirovided file handle against which this read operation is\ggierformed.
FileOffsett The byterange offset into the file where the 1/0O begins.

Buffert A pointer to the MDL representing the pages where data should be read from the disk into
memory.

BufferSize& The number of bytes to be read into the region désed byBuffer.

BytesRead This indicates the number of bytes read by the FSD.

Description:

This entry point is used by the Wrapper to perform actual 1/0. Becauseotimeal model for the Wrapper is
to cache data, this entry point will typically be cdll® handle a norcached I/O request. Typically this is a
request to satisfy @age faultwhile accessing the file cache.

To facilitate the development of an FSD, the FSD may assume that the I/O operations adhere to the
following guidelines:

For physicainedia file systems, thEileOffsewill be aligned on a sectesized boundary. For all other file
systems, the alignment will be 512 bytes. In fact, we expect that this will be page aligned, but we use the
weaker requirement to support nenached 1/O diectly from utilities and user applications, although such
are rare.

If this entry point returns STATUS_SUCOEBS&Readvill indicate the actual number of bytes read by the
FSD.

Upon completion of the Read operation by the FBfdesReadnust be less thaor equal toBufferSize
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The Wrapper is responsible for ensuring that any data beyond the currerbfefild is eliminated prior to
presentation to a user application. ThijtesReadoes not indicate that the size of the valid data portion
of the filehas been extended.

The principal goal of this design is to ensure that I/O to the FSD falls on naturally aligned boundaries. Note

GKFG dGeLAOrfter Lkh Aa R2yS Ay t! DOY{L%9 dzyAailao
such as the laczomponent (less than PAGE_SIZE) of a file.

For file systems that implement sparse storage, this operation expects that any unallocated space will be
returned as zerdilled sections of the file and that thBytesReagharameter reports the actual numbeif o
bytes that were transferred into the output buffer.

Returns:
STATUS_SUCCES$® operation was successful.

STATUS_WRONG_VOLUNHe volume has changed and the read cannot be completed with the currently
available volume (verify is required.)

STATUS_N®IEDIA_IN_DEVIGHEhe volume is not available because the media has been removed.

STATUS_INSUFFICIENT_RESOUREESD was unable to complete the 1/O operation due to insufficient
memory resources

STATUS_DISK_CORR{1Ré file system structure on theigk is damaged.
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FS_READ DIRECTORY

NTSTATUS

(*FS_READ_DIRECTORY)(
IN FS_FILE_HANDLE DirectoryHandle,
IN OUT PULONG DirectoryOffset ,
IN PFS_DIRECTORY_ENTRY OutputBuffer
IN ULONG OutputBufferSize );

Status: Required Usedif Present
Media File Systems | Yes Yes
Network File Systems | Yes Yes
Pseudo File Systems | Yes Yes

Parameters:
DirectoryHandle The FSiprovided directory handle for the directory being read.

DirectoryOffset This provides theffsetcontext being use to enumerate the directory contents.
OutputBuffert This buffer is provided by the Wrapper and may contain one or more directory entries.

OutputBufferSize This indicates the size of the buffer provided by the Wrapper.

Description:
This function is obsole and has been replaced with ti&S_READIRECTORMterface. It is documented
here only for compatibility with existing file system drivers.

The FS_READ_DIRECTORY and FSOREADTORY 3 functions work identically except that the format of
the structure they use is slightly different. For FS_READ_DIRECTORY the structure is:

typedef struct {
ULONG EntrySize;
ULONG LastDirectoryEntry;
LARGE_INTEGER CreationTime;
LARGE_INTEGER LastAccessTime;
LARGE_INTEGER LastModifiedTime;
LARGE_INTEGER Unused;
LARGE_INTEGER ValidDatalLength;
LARGE_INTEGER DiskLength;
ULONG Attributes;
ULONG NamesSize;
UCHAR ShortNameSize;
WCHAR ShortName[12];
WCHKR Name[1]; // and for the balance of this entry
} FS_DIRECTORY_ENTRY, *PFS_DIRECTORY_ENTRY;

Please refer t&-S_REAMMIRECTORTor details about the manner in which this calirigplemented.
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Returns:

STATUS_SUCCESt® operation was successful and the buffer contents are valid

STATUS_NO_SUCH_Elihe directory is empty

STATUS_NO_MORE_FH tBSre are no additional entries to enumerate, the buffer contents are not valid
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FSREAD DIRECTORY2

NTSTATUS
(*FS_READ_DIRECTORY2)(
IN FS_FILE_HANDLE DirectoryHandle,
IN OUT PULONG DirectoryOffset ,
IN PFS_DIRECTORY_ENTRY2 OutputBuffer
IN ULONG OutputBufferSize );

Status: Required Used if Present
Media File Systems | Yes Yes
Network File Systems | Yes Yes
Pseudo File Systems | Yes Yes

Parameters:
DirectoryHandle The FSiprovided directory handle for the directory being read.

DirectoryOffset This provides theffsetcontext being used to enumeratedhdirectory contents.
OutputBuffert This buffer is provided by the Wrapper and may contain one or more directory entries.

OutputBufferSize This indicates the size of the buffer provided by the Wrapper.

Description:

Note that this call has supersedé®& READ_DIRECTORM two functions work identically (and are

presently implemented using the same functional logic) but utilize slightly different structures.
FS_READ_DIRECTORY2 usésStheIRECTORY_ENTBRY&ure, which is compatible with the Windows
RANBOG2NE ai0NHz2OGdzNE RFGF FyR (Kdza aAYLX ATASAa (KS
The Wrapper manages the interface with the Windows directanyneeration mechanism, including packing

user buffers, etc. The interface between the Wrapper and the FSD is a simpler iterative interface.

The Wrapper does this by making a series of calls into the FSD to retrieve file system information. The
DirectoryOfsetvalue is used to communicate information between successive calls to this interface routine.

That is, the first time this call will be made, the Wrapper will set this value to zero. Thus, the FSD should
treat aDirectoryOffsevalue of zero as inditiag an enumeration of the directory beginning with the first
entry in the directory.

The FSD then uses tlRritputBufferas storage for its response to this request. The FSD must pack at least
one entry into this buffer, if one is available, but may pasknany entries as can fit into the buffer and then
returns STATUS_SUCCESS to the Wrapper to indicate there is some valid data within the buffer.

A directory entry has a fixed format:
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typedef struct {
ULONG EntrySize;
ULONG LastDirectoryEntry;
LARGE_INTEGER CreationTime;
LARGE_INTEGER LastAccessTime;
LARGE_INTEGER LastModifiedTime;
LARGE_INTEGER Unused;
LARGE_INTEGER ValidDataLength;
LARGE_INTEGER DiskLength;
ULONG Attributes;
ULONG NamesSize;
ULONG EaSize;
UCHAR ShortNameSize;
WCHAR ShortName[12];
WCHAR Name[1]; // and for the balance of this entry
} FS_DIRECTORY_ENTRY?2, *PFS_DIRECTORY_ENTRY?2;

Note that this structure declaration includes the EaSize field which makes this
compatible with the standal Windows directory entry.

The Wrapper parses the buffer by examining each entry in turn, using a simple algorithm:

1. If NameSizés zero, the entry is skipped
2. Otherwise, the entry is processed as a valid directory entry
3. If LastDirectoryEntris nonzero, the next entry in the buffer exists and will be processed

Thus, the buffer is parsed until the Wrapper has properly processed all valid entries within the buffer.

An FSD need not return the entire directory contents in a single buffer. To handle thitheaS8D returns

the DirectoryOffsetalue. If, after processing the current buffer, this value is-pem, the Wrapper will call

the FSD again, asking for additional directory entries to process. This process continues until one of three
things occurs:

1. The FSD returnsirectoryOffsetalue of zero and a return value of STATUS_SUCCESS. This
indicates that the current buffer has valid contents, but that there is no additional information
available regarding this particular directory;

2. The FSD returns gasus code of STATUS_NO_MORE_FILES or STATUS_NO_SUCH_FILE, in whic
case enumeration terminates immediately and the returned buffer is assumed to contain no
valid data;

3. The FSD returns any error status, in which case it is treated as an 1/O error arsgthrequest
to enumerate the directory will fail with the given error code. This should be reserved for
serious FSD errors, such as a media or network failure.

If a directory is empty of all contents, the FSD should return STATUS_NO_SUCH_FILE.

Windows asdzY $& G KI (i SOSNE RANBOG2NE O2yidlAya (62 SyiNR
entries to the Wrapper. If an FSD does return these entries to the wrapper the first entry returned must be

Gdé YR GKS a4SO2yR SySNMENBODPAPY2L0U0HKOHNBAYRIGKE &R6O
gAft ONBIFIGS I adé YR addé SyiaNR F2NI 6KS RANBOG2 N
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Note: At the risk of confusing things further, there is one case when the Wrapper does
not create these entries for an empty directory. If thet dicectory of a volume is

totally empty, in that particular case the semantics of the existing file systems (NTFS
and FAT) is to return STATUS_NO_SUCH_FILE to the caller. These semantics are
duplicated by the Wrapper.

Returns:
STATUS_SUCCES® operdion was successful and the buffer contents are valid

STATUS_NO_SUCH_Elihe directory is empty

STATUS_NO_MORE_FH tBSre are no additional entries to enumerate, the buffer contents are not valid
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FS_REAIDIRECTORY

NTSTATUS
(*FS_READ_DIRECTORYJ(
IN FS_FILE_HANDLE DirectoryHandle,
IN OUT PULONG DirectoryOffset ,
IN PFS_DIRECTORY_ENTRY3 OutputBuffer
IN ULONG OutputBufferSize );

Status: Required Used if Present
Media File Systems | Yes Yes
Network File Systems | Yes Yes
Pseudo File Systems | Yes Yes

Parameters:
DirectoryHandla The FSiprovided directory handle for the directory being read.

DirectoryOffset This provides theffsetcontext being used to enumerate the directory comis.
OutputBuffert This buffer is provided by the Wrapper and may contain one or more directory entries.

OutputBufferSize This indicates the size of the buffer provided by the Wrapper.

Description:

Note that this call has superseded FS_READ DIRECT@R¥#&o flinctions work identically (and are

presently implemented using the same functional logic) but utilize slightly different structures.
FS_READ_DIRECTORY3 uses the FS_DIRECTORY_ENTRY3 structure, which is compatible with the Window
directory structu6 RF GF FyR (Kdza aAYLX AFTASA (GKS AYLIX SYSydl i

The Wrapper manages the interface with the Windows directory enumeration mechanism, including packing
user buffers, etc. The interface between the Wrapper and thei§8Bimpler iterative interface.

The Wrapper does this by making a series of calls into the FSD to retrieve file system information. The
DirectoryOffsevalue is used to communicate information between successive calls to this interface routine.

That is the first time this call will be made, the Wrapper will set this value to zero. Thus, the FSD should
treat aDirectoryOffsevalue of zero as indicating an enumeration of the directory beginning with the first
entry in the directory.

The FSD then usesaOutputBufferas storage for its response to this request. The FSD must pack at least
one entry into this buffer, if one is available, but may pack as many entries as can fit into the buffer and then
returns STATUS_SUCCESS to the Wrapper to indicetdadis®me valid data within the buffer.

A directory entry has a fixed format:
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typedef struct { ULONG EntrySize;

ULONG LastDirectoryEntry;

LARGE_INTEGER CreationTime;

LARGE_INTEGER LastAccessTime;

LARGE_INTEGER LastModifiedTime;

LARGE_INTEGER Unused;

LARGE_INTEGER ValidDataLength;

LARGE_INTEGER DiskLength;

ULONG Attributes;

ULONG NamesSize;

ULONG EaSize;

UCHAR ShortNameSize;

WCHAR ShortName[12];

LARGE_INTEGER FilelD;

WCHAR Name[1]; // and for the bala nce of this entry

} FS_DIRECTORY_ENTRY3, *PFS_DIRECTORY_ENTRY3;

Note that this structure declaration includes tBaSizdield which makes this
compatible with the standard Windows directory entry.

The Wrapper parses the buffer by examining each enttyrim using a simple algorithm:

1. If NameSizés zero, the entry is skipped
2. Otherwise, the entry is processed as a valid directory entry
3. If LastDirectoryEntris nonzero, the next entry in the buffer exists and will be processed

Thus, the buffer is parsedtil the Wrapper has properly processed all valid entries within the buffer.

An FSD need not return the entire directory contents in a single buffer. To handle this case, the FSD returns
the DirectoryOffsetalue. If, after processing the current bufftis value is nofzero, the Wrapper will call

the FSD again, asking for additional directory entries to process. This process continues until one of three
things occurs:

1. The FSD returnslirectoryOffsetalue of zero and a return value of STATUS_SUCGCEISS
indicates that the current buffer has valid contents, but that there is no additional information
available regarding this particular directory;

2. The FSD returns a status code of STATUS NO_MORE_FILES or STATUS NO_SUCH_FILE, inw
case enumeratioterminates immediately and the returned buffer is assumed to contain no
valid data;

3. The FSD returns any error status, in which case it is treated as an I/O error and the user request
to enumerate the directory will fail with the given error code. Thisusth be reserved for
serious FSD errors, such as a media or network failure.

If a directory is empty of all contents, the FSD should return STATUS_NO_SUCH_FILE.

2 AyR264a FaadzyrSa GKFG SOSNE RANBOG2NE O2ytheser ya (g2
entries to the Wrapper. If an FSD does return these entries to the wrapper the first entry returned must be
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Note: At the risk of confusing things further, there is one case when the Wrapper does
not create these entries for an empty directory. If the root directory of a volume is
totally empty, in that particular case the semanticslud £xisting file systems (NTFS

and FAT) is to return STATUS_NO_SUCH_FILE to the caller. These semantics are
duplicated by the Wrapper.

Returns:

STATUS_SUCCES$t operation was successful and the buffer contents are valid
STATUS_NO_SUCH_Elihe diredory is empty

STATUS_NO_MORE_FH tBSre are no additional entries to enumerate, the buffer contents are not valid
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FS_READ_STREAM_INFORMATION

NTSTATUS
(*FS_READ_STREAM_INFORMATION)(
IN FS_FILE_HANDLE FileHandle,
IN OUT P FS_STREAM_ENTROutputBuffer
IN OUT PULONG OutputBufferSize );

Status: Required Used if Present
Media File Systems | No Yes
Network File Systems | No Yes
Pseudo File Systems | No Yes

Parameters:
FileHandla The FSiprovided file that is being queriadith respect to itsstreamstate.

OutputBuffert  This buffer contains one or more stream information structures within the given file.

OutputBufferSize This value indicates the size of @eitputBufferbeing returned by the FSD to the
Wrapper.

Descripton:
This entry point is used by the Wrapper to enumerate the streams associated with a given file being stored
by the FSD.

TheOutputBufferis allocated by the Wrapper and its size is indicate@utputBufferSizelf the given buffer
is not large enougto contain the requested information, the FSD should fail the request and indicate the
minimum required size vi@utputBufferSize

Returns:
STATUS_SUCCES8® operation was successful

STATUS BUFFER_OVERFLB&stream information buffeOutputBufferwas too small to contain the
information. The minimum size is indicateddntputBufferSize
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FS RELEASE

NTSTATUS

(*FS_RELEASE)(

IN FS_FILE_HANDLE FileHandle);
Status: Required Used if Present

Media File Systems | Yes Yes

Network File Systems | Yes Yes

Pseudo File Systems | Yes Yes
Parameters:

FileHandla The FSiprovided file handle to be released.

Description:

This routine is called by the Wrapper to release the given file handle from further usd=il@Handlds ro
longer considered valid after a call to Release, although the FSD is fraehtefile handles for use with
subsequent calls thookup.

Note that because the Wrapper is implementing an internal reference counting scheme, regardless of the
number of call the Wrapper makes t8S_LOOKURere will be only a single call to FS_RELPASEN the
Wrapper is releasing the file handle. It is not necessary for the FSD to implement its own internakeeferen
counting scheme.

The Wrapper will treat a release failure as catastrophic and halt system operation.

Note that it is considered normal system behavior that the call to FS_RELEASE is not coordinated with user
applications closing the file. This is dodrtegration with the Virtual Memory system that caches file

system data until the memory is needed for newer, more urgent operations. Thus, typically it is other I/O to
the file systems that trigger the FS_RELEASE call.

Returns:
STATUS_ SUCCES® relkease was successful
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FS_REMOVE_SHARE_ACCESS

NTSTATUS
(*FS_REMOVE_SHARE_ACCESS)(
IN FS_FILE_HANDLE FileHandle,
IN ULONG ShareAccess);

Status: Required Used if Present
Media File Systems | No Yes
Network File Systems | No Yes
Pseudo File Systems | No Yes

Parameters:
FileHandla The FSEprovided file or directory handle on which the share check is to be made.

ShareAccessa combination of FILE_SHARE_READ, FILE_SHARE_WRITE, and FILE_SHARE_DELETE optiol

Description:
This routine is used by the FSDK to indicate the release of shared access rights to the underlying file system,
which were previously obtained via a successful caiSoUPDATE_SHARE_ACCESS

Returns:
STATUS_SUCCES$t® share access was successfully removed

STATUS_NOT_IMPLEMENG P only allowable error status
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FS_RENAME

NTSTATUS

(*FS_RENAME)(
IN FS_FILE_HANDLE SourceDirectoryHandle
IN FS_FILE_HANDLE TargetDirectoryHandle
IN FS_FILE_HANDLE SourceFileHandle,
IN PWSTR TargetFileName
IN PWSTR TargetFileAlternateName ,
OUT PFS_FILE_HANDLE TargetFileHandle );

Status: Required Used if Present

Media File Systems No (Yes, if FSREAH is supported) | Yes

Network File Systems | No (Yes, if FSREATE is supported Yes

Pseudo File Systems | No Yes

Parameters:
SourceDirectoryHandie The FSEprovided directory handle of the directory that contains the currently
existing file.

TargetDireabryHandlet The FSiprovided directory handle of the directory thaiill contain the file upon
completion of the operation.

SourceFileHandle The FSEprovided file handle for the target of the rename operation.
TargetFileName The name of the file in thiarget directory upon completion of this operation.

TargetFileAlternateName The alternate (8.3) name of the file in the target directory upon completion of
this operation. If this value is null, there is no alternative name.

TargetFileHandle The hande of the newly renamed file upon completion of this operation.

Description:

The FS_RENAME routine is used to move a file from one directory to another directory. The
SourceDirectoryHandtlepresents the directory where the file is currently locatede Th
TargetDirectoryHandleepresents the directory where the file will be located upon completion of this call.
SourceDirectoryHandend TargetDirectoryHandlmay be identical.

If SourceFileHandlend TargetFileHandldiffer, the Wrapper is responsible fapdating its own internal
state so that onlyTargetFileHandles used in the future to access this file. The Wrapper will no longer use
SourceFileHandks if an implicit call t6S_RELEAB&] been made withaspect to theSourceFileHandle
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Returns:
STATUS_SUCCESt® operation was successful

This function is suitable only for use by file systemsdbatot support hard links. File
systems that support hard links should & RENAME?2
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FS_RENAME2

NTSTATUS
(*FS_RENAME2)(
IN FS_FILE_HANDLE SourceDirectoryHandle
IN FS_FILE_HANDLE TargetDirectoryHandle
IN FS_FILE_HANDLE SourceFileHandle,
IN PWSTR SourceFileNa me
IN PWSTR TargetFileName
IN PWSTR TargetFileAlternateName ,
OUT PFS_FILE_HANDLE TargetFileHandle );

Status: Required Used if Present

Media File Systems No (Yes, if FSREATE is supported) | Yes

Network File Systems | No (Yes, if FSREATE is suppex) Yes

Pseudo File Systems | No Yes

Parameters:

SourceDirectoryHandie The FSEprovided directory handle of the directory that contains the currently
existing file.

TargetDirectoryHandle The FSiprovided directory handle of the directory thatill contain the file upon
completion of the operation.

SourceFileHandle The FSEprovided file handle for the target of the rename operation.
SourceFileNante The name of the file in the source directory.
TargetFileName The name of the file in the target dictory upon completion of this operation.

TargetFileAlternateName The alternate (8.3) name of the file in the target directory upon completion of
this operation. If this value is null, there is no alternative name.

TargetFileHandle The handle of the nely renamed file upon completion of this operation.

Description:
This routine is used to rename an existing file. This may include:

e Changing the name of a file within its current directory
e Moving a file from one directory to another directory
e Changing theaseof the name of a file

Note that rename operations are not supported across volumes. However, if your file system does not

SELI2AS G(KS ay2NX¥Ifté @2tdzyS Y2RSt dvalune dduft fequesd. NB & LI
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TheSourceDirectoryHatelrepresents the directory where the file is currently located. The
TargetDirectoryHandleepresents the directory where the file will be located upon completion of this call.
SourceDirectoryHandend TargetDirectoryHandlmay be identical.

If SourcefeHandleand TargetFileHandldiffer, the Wrapper is responsible for updating its own internal
state so that onlyTargetFileHandles used in the future to access this file. The Wrapper will no longer use
SourceFileHandks if an implicit call to FS_RBSHEhad been made with respect to tieourceFileHandle

TheSourceFileNamis provided to allow file systems that support hard links to distinguish which particular
instance of a directory entry is being renamed as a result of this operafitimerwise, this entry point
functions identically to thé&S_RENAMntry point.

Returns:
STATUS_SUCCES$t® operation was successful
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FS_SET_ACCESS_MODE

NTSTATUS
(*FS_SET_ACCESS_MODE)(
IN FS _FILE_HANDLE FileHandle,
IN UCHAR AccessMode );

Status: Required Used if Present
Media File Systems | No Yes
Network File Systems | No Yes
Pseudo File Systems | No Yes

Parameters:

FileHandla The FSirovided file handle representing the instance béffile for which the access mode
is being set.

AccessMode A value indicating the type of access requested for this file.

Description:

The Wrapper calls this routine prior to any I/O calls on the given file to indicate the type of I/O access the
FSD caexpect for the given file.

The Wrapper will not cabS_REAPBS_WRITBrFS_SET_LENGIl this entry point has been called, but
may use other entry points to obtain attribute information about the file. Once set, the nature of the file
access will not be modifiegithat is, a second call will not be made to the FSD using the same file handle.
Hence, subsequent accesses to the file must be consistent with previous accesses to the file.

TheAccessModeay be one of the following values:
FS_ACCESSONE no I/O operations will be performed for this file
FS_ACCESEEAL only read I/O operations will be performed for this file
FS_ACCESSRITE, only write 1/O operationsvill be performed for this file
FS_ACCESA L¢ both read and write 1/0O operations will be performed for this file
FS_ACCESSEQUENTIAL/O access to this file is expected to be seuqfial
FS_ACCEJSANDOM I/O access to this file is expected to be random

FS ACCESEEMPORARMi KA & TAf SQa SEA&GSYOS A& (SYLRNI NE
or truncated
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Access patterns not conforming to these hints should still work correctly, but might entail lower
performance.

Ideally, the FSD may use this to prep#or I/O access. This allows an FSD to allocate aninte®sial data
structures or buffers necessary to provide F&lacific service guarantees as well as optimizing use of FSD
resources. For instance, certain file systems may need to allocate bdifferently depending upon this
access mode.

An FSD need not provide this entry point. If this entry point is not provided, the Wrapper will treat the file
as ifFS_ACCES&L had been granted for the given file.

Returns:
STATUS_SUCCES$t® operation was successful
Since the intent of this routine is to inform the FSD of the expected file access pattern, STATUS_SUCCESS is

the only valid return value. All other return vakieill cause an assertion in the debug version of the
wrapper.
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FS_SET_ATTRIBUTES

NTSTATUS
(*FS_SET_ATTRIBUTES)(

IN FS_FILE_HANDLE FileHandle,

IN PFS_FILE_ATTRIBUTES FileAtttributes);

Status: Required Used if Present
Media He Systems No Yes
Network File Systems | No Yes
Pseudo File Systems | No Yes

Parameters:

FileHandla The FSEprovided file handle for which the attribute information is being set.

FileAttributest The Wrappeiallocated buffer containing the generakfiattributes.

Description:

This routine is used to modify the basic attributes associated with any file or directory stored by the FSD.
Note that the FSD is free to specify tleaty2 ¥ (G KSaS I G (-AFD &z Sy R NBKIGNSH RS &
modified viathis call.

When the Wrapper wants to change a subset of parameters in a FS_FILE_ATTRIBUTES structure, it precedes
FS SET ATTRIBUWHSa call toFS_GET_ATTRIBUTERe Wrapper then changes the desired attribute,
and calls FS_SET_ATTRIBUTES with the complete structure.

The Wrappedloes notattempt to change file length (either used or allocated) using this functfdHile
length changes are done usir@_ SET _LENGTFherefore, the FSD may ignore the AllocationSize and
ValidDatalLength fields passed during calls to the FS_SET_ATTRIBCLBAS

The Wrapper will strip the FILE_ ATTRIBUTE_DIRECTORY from any incoming request to modify the attributes
of the file. Thus, it is not possible for a user, via this interface, to modify a file into becoming a directory (or
viceversa.)

Further,the FILEGA¢ wL . ! ¢ 9 ybhwa! [ o06AG 6Aff 06S aSyid (2 GKS Ci
to ensure that the FSD can ascertain that a change in attributes is being attempted. This bit is not part of

the ondisk structure but is instead used to differentiate 5e$ Sy A Iy 2NBE G KA & F GG NX 6 d
FGGNROdzG Sa¢ @

Note: The FSDK does not modify or change any of these bits. Thus, it is the
responsibility of the FSD to set bits as the implementers see fit. For example, the
ARCHIVE bit may be set by BE&D as the result of a modification of the file. To the
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extent possible, the FSDK attempts to avoid implementing file system level policy and
leaves this to the FSD.

Applications can, of course, request that these bits be modified. Calls to this ieténfandicate such
changes are as a result of such applicatmrel change requests.

Returns:
STATUS_SUCCES$t operation was successful
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FS SET _EA
NTSTATUS
(*FS_SET_EA)(
IN FS_FILE_HANDLE FileHandle,
IN PVOID EABUuffer ,
IN ULONG EABufferSize );
Status: Required Used if Present
Media File Systems | No Yes
Network File Systems | No Yes
Pseudo File Systems | No Yes
Parameters:

FileHandla The FSirovided file or directory handle against which the EA is beimgd.
EABuffer  This buffer contains the extended attribute set for this file (if any).

EABufferSize This value indicates the size of tBABuffebeing passed to the FSD by the Wrapper.

Description:

This routine is used to set the extended attributdoirmation associated with the specified file or directory.
If no EA is available, tieABuffewill be a null pointer and th&ABufferSizeill be set to zero. Otherwise,
the EABuffemwill point to the buffer containing a FILE_FULL _EA INFORMATIONrstardEABuUfferSize
will indicate its size.

The FILE_FULL_EA_INFORMATION structurentitdinh) is:

typedef struct _FILE_FULL_EA_INFORMATION {
ULONG NextEntryOffset;
UCHAR Flags;
UCHAR EaNamelLength;
USHORT EaValuelLength;
CHAR EaName[1];
} FILE_FULL_EA_INFORMATION, *PFILE_FULL_EA_INFORMATION;

Returns:
STATUS_SUCCES8t operation was successful
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FS_SET_LENGTH

NTSTATUS

(*FS_SET_LENGTH)(
IN FS_FILE_HANDLE FileHandle,
IN LARGE_INTEGER Alloc ationSize
IN LARGE_INTEGER DataSize);

Status: Required Used if Presen

Media File Systems | No (Yes, if FEREATE is supported] Yes

Network File Systems| No (Yes, if FSREATE is supported] Yes

Pseudo File Systems | No Yes

Parameters:
FileHandla The FSEprovided file handle for which the size of the file is being set.

AllocationSize The minimum amount of disk allocation to be provided for this file, in bytes.

DataSiza The size of the valid data section of the file.

Description:

This routine isised to control both the allocation and valid data portion information of a file. The allocation
of a file must always be at least as large as the valid data portion of the file.

TheAllocationSizeloes not represent the actual amount of physical diskcspallocated to the file. Instead,

it represents the amount afiata that may fit in the space that has previously been allocated to this file.
¢KdzAZ | FTAES aeadSy GKFG AYLXSYSyida lye O2YLINBaaa
the AllacationSize to be sufficiently large that the data of the file can fit into that space.

TheDataSizeepresents the end of the file with respect to the amount of data that might fit into the file.

An FSD is free to implement the data storage of the filghiatever manner the implementers see fit. Thus,
even when allocation size information of the file is extended, the FSD may ignore such a request until a
subsequent I/0O operation actually uses this information. Alternatively, an FSD may allocate even more
space than is requested in order to match the specific operational requirements of the underlying hardware.

Returns:
STATUS_SUCCES8t operation was successful

STATUS_DISK_FUlthe operation failed because there was no disk space available to gatsfgquest.
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FS_SET_SECURITY

NTSTATUS
(*FS_SET_SECURITY)(
IN FS_FILE_HANDLE FileHandle,
IN PVOID SecurityDescriptor
IN ULONG SecurityDescriptorSize );

Status: Required Used if Present
Media File Systems | No Yes
Network File Systems | No Yes
Pseudo File Systems | No Yes

Parameters:

FileHandla The FSirovided file or directory handle on which the security descriptor is to be applied.

SecurityDescriptar  This buffer contains the selélative format securityescriptor to be stored with this
file (if any).

SecurityDescriptorSize This value indicates the size of tBecurityDescriptgrassed to the FSD from the
Wrapper.

Description:
This routine is used to save the Windefesmat security information for theiven file.

Support for FS_SET_SECURITY is optional. However, the FSD must supp8rt®aih SECURIMY
FS_SET_SECURITY if it supports either interface.

If the file should have neecurity descriptor (or the current security descriptor should be deleted) the
SecurityDescriptowill be a null pointer and th&ecurityDescriptorSizéll be set to zero.

Otherwise, theSecurityDescriptawill point to the buffer containing the Windowsecurity information that
should be stored with the given file. The buffer pointed taS®curityDescriptas owned by the wrapper
and should not be modified by the FSD.

The security information contained in the buffer is generally not useful to the H&®interface provides a
simple mechanism that allows a file system to support standard Windows security policies by simply storing
and retrieving security information on a per file (or directory) basis. The wrapper performs all security
operations for tte FSD if the FS_GET_SECURIA¥S_SET_SECURITY interfaces are implemented by the
FSD.
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Returns:
STATUS_SUCCESt® operation was successful
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FS_SET_VOLUME_ATTRIBUTES

NTSTATUS
(*FS_SET_VOLUME_ATTRIBUTES)(
IN FS_VOL_HANDLE FsdVolumeHandle,
IN PFS_VOL_ATTRIBUTES VolumeAtttributes);

Status: Required Used if Present
Media File Systems | No Yes
Network File Systems | No Yes
Pseudo File Systems | No Yes

Parameters:
FsdVolumeHandle The FSEprovided fandle representing the volume to be used for this operation.

VolumeAttributes The Wrappetallocated buffer containing the general volume attributes.

Description:
This routine is used to modify the basic attributes associated with the given volume.idotle FSD is
free to specifythaany2 ¥ G KS&aS | (dGAFbedl SAy RNBKIaiNSEH RSe O yy 2

Typically, this call is only used to modify the volume label.

Returns:
STATUS_SUCCESt volume label has been changed
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FS SHUTD®N

NTSTATUS

(*FS_SHUTDOWN)(

IN ULONG Stage );
Status: Required Used if Present

Media File Systems | No Yes

Network File Systems | No Yes

Pseudo File Systems | No Yes
Parameters:

Staget One of the following two values:
OW_SHUTDOWN INITE indicates start of shutdown

OW_SHUTDOWN_COMPLETdicates termination of shutdown

Description:

This routine is used to advise the underlying FSD that a shutdown is in progress. It calls initially to notify the
FSD that shutdown has started. TI®DK will then dismount all volumes and, finally, notify the FSD that
shutdown processing has completed.

Returns:

Ignored.
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FS_UNC_ROOT

VOID
(*FS_UNC_ROOT)(
OUT PFS_FILE_HANDLE DirectoryHandle  );

Status: Required Usedif Present
Media File Systems | No No
Network File Systems | No Yes
Pseudo File Systems | No No

Parameters:

DirectoryHandle An FSEprovided handle representing the root directory of the given FSD. This directory
handle can then be used in subsequ&8D operations.

Description:

¢CKA& NRdAziAyS Aa dzaSR o0& GKS 2NIFLIISNI G2 NBGNRSOS |
FSD. This handle will be used for all future FSD operations when-styd&@ame is used.

Because these handleseappaque values to the Wrapper, one possible implementation of this would be to
dzAS | aYlF 3IAO ydzyo SNE 4 KA OKFSICREVNE:R thie SliFectaiy’being bisedd dzo a S |j
was the specidUNC name directory.

The value zero is not allowed for use as a file handle.

Returns:

None.
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FS _UNLOCK
NTSTATUS
(*FS_UNLOCK)(
IN FS_FILE_HANDLE FileHandle,
IN FS_LOCK_HANDLE LockHandle);
Status: Required Used if Present
MediaFile Systems No Yes
Network File Systems | No Yes
Pseudo File Systems | No Yes
Parameters:

FileHandlet The FSirovided handle identifying the given file.

LockHandle The FShiefined identifier for this particular lock.

Description:

This routine is ued by the Wrapper to allow a network file system to implement a distributed-bgtge
locking scheme. If present, the Wrapper will call into the FSD to release a previously granted lock.

TheLockHandIgarameter was created by the FSD in a prior cathéd=S_LOCé&ntry point and is used by

the FSD to identify this particular lock.

It is considered an error for an FSD to implementRise UNLOGHItry point unless th&S_LOC#ntry point

is also defined.

Returns:
STATUS_SUCCES® lock was released

STATUS_RANGE_NOT_LOGHKtEDMemory range specified could not be unlocked because it was not

previously locked.
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FS_UNMOUNT

NTSTATUS

(*FS_UNMOUNT)(

IN FS_VOL_ HANDLE FsdVolumeHandle );
Status: Required Used if Present

Media File Systems | No Yes

Network File Systems | No No

Pseudo File Systems | No Yes
Parameters:

FsdVolumeHandle The FSirovided handle representing the volume to be dismounted.

Description:
This routine is used by the Wrapperdsmountthe given file system volume. It is an error for this to be
called if there aranyoutstanding references to any FSD objects provided to the Wrapper.

Upon completion of this routine, the FsdVolumeHandlassumed to be invalid and no further references
to this file system can be made.

Note that if this interface is not supported, use of removable media is not allowed. Further, the file system
will not be called during shutdown processing.

Returns:
STATUS LB CESSthe volume has been successfully dismounted
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FS_UPDATE_SHARE_ACCESS

NTSTATUS
(*FS_UPDATE_SHARE_ACCESS)(
IN FS_FILE_HANDLE FileHandle,
IN ULONG ShareAccess);

Status: Required Used if Present
Media File Sysins No Yes
Network File Systems | No Yes
Pseudo File Systems | No Yes

Parameters:

FileHandla The FSEprovided file or directory handle on which the share check is to be made.

ShareAccessa combination of FILE_SHARE_READ,FILE_ SHARE_WRITE, aAREIIBEISETE options.

Descriptions:

This routine may be provided by an FSD to participate in arbitrating share access to a given file. When a file
is opened for access, the open operation indicates if the caller wishes to share access with anyone else
accesing the given file or directory.

When a subsequent attempt to open the file is made, its share access must be compatible with the share
access of any other process that currently has the file open.

Normally, the FSDK handles this share access interddiywever, for multinitiator file systems (e.qg.,
network) it is essential that they arbitrate between all users of the file. When an FSD implements share
I 0O0Saa OKSO{Ay3ax (GKA& gAff NBLXIOS:E y2i lFdzAYSydx

The BD must return either SUCCESS, in which case the access is granted, or SHARING_VIOLATION, in whicl
case the access is denied.

If sharing is granted, the FSD is responsible for tracking this information until the file is either released
(which implicitly réeases all sharing controls on the file) or a call to FS_ REMOVE_SHAREISAG&IESS

See the Windows DDK Reference Manual on loSetShareAccess, loCheckShareAccess, loUpdateShareAccess
and loRemoveShareAccess for further information.

Returns:
STATUS_SUCCES® share access is compatible.

STATUS_ SHARING_VIOLAG&Ishare access is not compatible.
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FS VERIFY

NTSTATUS

(*FS_VERIFY)(

IN FS_VOL_HANDLE FsdVolumeHandle );
Status: Required Used if Presnt

Media File Systems | Yes Yes

Network File Systems | No No

Pseudo File Systems | No Yes
Parameters:

FsdVolumeHandle The FSEprovided handle representing the volume to be verified.

Description:

Theverifyentry point is used by the Wrapper to requekat the FSD verify the given volume is the same
volume as was previously present. A media file system FSD is responsible for reading the signature
information from the disk and verifying that the media has not changed.

This entry point is used to deteine if the media in the device has changed. Thus, unlike mount, the OS

uses this entry point to validate that the media, which was previously mounted by this FSD, is still the same

volume.

Note that if an FSD fails a verification request, the Wrappeitnedt the volume as dismounted. That is, a

separate call t&-S_UNMOUNWill not be made to the FSD.

Subsequent uselevel 1/0 operations that access the volume will fail, as the media is norlomgented.

For pseudo file systems, it is the responsibility of the FSD to do verification of the psaludme. What this

SyidlrAta Aa dz2J SI OK AYRAQARdZ f

C{50®

necessary (includg unmounting the pseudo volume) if the verify fails.

Returns:

STATUS_SUCCE®SS volume has not changed

Ld

Aa

i KS

STATUS_REPARSIe volume has changed, the request should béssried against the volume (this is

actually for pseudo file systems so that they ¢wndle verify failures of their underlying volume)

STATUS_WRONG_VOLUHE volume has changed and no longer contains the same media
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FS WRITE
NTSTATUS
(*FS_WRITE )(
IN FS_FILE_HANDLE FileHandle,
IN LARGE_INTEGER FileOffset,
IN PMDL Buffer ,
IN ULONG BufferSize
OUT PULONGBytesWritten  );
Status: Required Used if Present
Media File Systems | No Yes
Network File Systems | No Yes
Pseudo File Systems | No Yes
Parameters:

FileHandla The FSirovided file handt against which this write operation is being performed.
FileOffsett The byterange offset into the file where the 1/0O begins.

Buffert A pointer to the MDL representing the pages where data should be read from the disk into
memory.

BufferSize The numbe of bytes to be written from the region described Buyffer.

BytesWrittent  The total number of bytes successfully written by the FSD to the backing store.

Description:

This entry point is used by the Wrapper to perform actual 1/0. Becausaotimeal model for the Wrapper is

to cache writes, this entry point will typically be called to handle a-cached I/O request. Typically this is

to handle awrite operation from the modified page daemon, or the lazy writer, both of which are dedicated
threads in tle Windows system implementing slightly different wrliack policies for cached data.

To facilitate the development of an FSD, the FSD may assume that the I/O operations adhere to the
following guidelines:

For physical media file systems, thgeOffsetwill be aligned on a sectewized boundary. For all other file
systems, the alignment will be 512 bytes. In fact, we expect that this will be page aligned, but we use the
weaker requirement to support nenached 1/O directly from utilities and user apptioas, although such

are rare.

If this entry point returns STATUS_SUCOB&8&Writtenwill indicate the actual number of bytes written by
the FSD.
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Upon completion of the Write operation by the FEYtesWrittenmust be less than or equal BufferSize

The Wrapper is responsible for managing the correct length of valid data in the file (although the FSD is
responsible fostorageof that information). ThusBytesWrittendoes not indicate that the size of the valid
data portion of the file has been exteed.

The principal goal of this design is to ensure that 1/O to the FSD falls on naturally aligned boundaries. Note
GKIFIG deLmAoOrfttes Lkh A& R2YyS Ay t! DOY{L%9 dzyAGao
such as the last component (lebsin PAGE_SIZE) of a file.

Returns:
STATUS_SUCCES8t operation was successful

STATUS_WRONG_VOLUMEe volume has changed and the read cannot be completed with the currently
available volume (verify is required.)

STATUS_NO_MEDIA _IN_DEYIB& volune is not available because the media has been removed.

STATUS_INSUFFICIENT_RESOUREESD was unable to complete the I/O operation due to insufficient
memory resources

STATUS_DISK_CORR{R® file system structure on the disk is damaged.

STATUS_DISRULIc the volume is full and no additional data may be written to it.
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OPERATIONS REQUIR¥ENME

Overview

In this section we describe the requirements for the various operations. The following table sets forth the
operation and indicates for media, netwkg and pseudo file systems if the operatiomRisquired, Optional
requiredConditionallyon support ofFS_CREA]T& Unused.

Arequiredoperationmustbe present for the FSD or the FSD will notction properly.

Anoptionaloperation is one that will be used by the Wrapper if it is present. Otherwise, the Wrapper will
handle the error conditions.

Anunusedoperation is one that cannot be used for the given type of FSD.

Operation Media Network | Pseudo
File File File
Systens | Systems | Systems
FS_ACCESS O O O
FS_CHECK_LOCK O O O
FS_CLEAR O O O
FS_CONNECT U R U
FS_CREATE O O O
FS DELETE O O O
FS DELETE2 O O O
FS_DELETES O O O
FS_DISCONNECT U @] U
FS_FLUSH O O O
FS_FSCTRL O O O
FS_GET_ATTRIBBTE R R R
FS GET_EA o o o
FS_GET_NAMES O O O
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FS_GET_NAME2 o) o) o)
FS_GET_SECURITY o) o) o)
FS_GET_UNC_VOLUME_ATTRIBU{ U o) U
FS_GET_VOLUME_ATTRIBUTES |R o) R
FS_IOCTL o) o) o)
FS_LINK o) o) o)
FS_LOCK o) o) o)
FS_LOOKUP R R R
FS_LOOKUP_BY_ID o) o) o)
FS_LOOKUP_EXBJECT_ID

FS_LOOKUP_PATH o) o) o)
FS_MOUNT R U R
FS_QUERY_PATH U R U
FS_READ R R R
FS_READ_DIRECTORY R R R
FS_READ_DIRECTORY?2 R R R
FS_READ_DIRECTORY3 R R R
FS_READ_STREAM_INFORMATIOI O o) o)
FS_RELEASE R R R
FS_REMOVE_SHARE_ACCESS |O o) o)
FS_REAME C C o)
FS_RENAME2 C C o)
FS_SET_ACCESS_MODE o) o) o)
FS_SET_ATTRIBUTES o) o) o)
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FS_SET EA o) o) o)
FS_SET_LENGTH C C C
FS_SET_SECURITY o) o) o)
FS_SET_VOLUME_ATTRIBUTES | O o) o)
FS_UNC_ROOT u o) u
FS_UNLOCK o) o) o)
FS_UNMOUNT o) u o)
FS_UPDATE_SHARE_ACCESS | O o) o)
FS_VERIFY R U R
FS_WRITE o) o) o)

Important Notes:

e FS_GET_NAME2, FS_DELETES, and FS_RENAME2 must be supported if FS_LOOKUP_BY_ID o
FS_LOOKUP_BY_OBJECT_ID is supported.

e FS READ DIRECTORY or FS_READ DIRECTORY2 or FS_READ_ DIRECTORY3 must be
implemented lut it is not necessary to implement all three.

e FS_REAME or FS_RENAMiIBRst be implemented (conditionally), but it is not necessary to
implementboth.
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DATA STRUCTURES

Overview
In this section we describe the data structures used by this interface.

FSVOL_HANDLE

typedef PVOID FS_VOL_HANDLE;

The FS_VOL_HANDLE is used to identify a file system volume. It is created by the FSD and used by the
Wrapper to identify the specific volume instance to the FSD.

FS_FILE_HANDLE

typedef PVOID FS_FILE_HANDLE;

The B5_FILE_HANDLE is used to identfiilg ar directory.

FS_LOCK_HANDLE

typedef PVOID FS_FILE_HANDLE;

The FS_LOCK_HANDLE is used to idemdifkereated by an FSD. It is created by the FSD and used by the
Wrapper to identify the spefic lock instance to the FSD.

FS_DELETE3_EXTENDED_INFO

typedef struct {
USHORT Size;
USHORT Version;
FS_FILE_HANDLE ParentDirectoryHandle;
PWSTR FileName;
BOOLEAN ReleaseFileHandle;
} FS_DELETE3 _EXTENDED_INFO, *PFS_DELETE3_EXTENDED_INFO;

This structure is used with the FS_DELETES entry point to indicate to the FSD more information about the
item being deleted. Size will be set to the size of the FS_DELETE3_EXTENDED_INFO structure and version
will be setto FS_DELETE3_EXTENDED_INFThi¥ $tructure is initialized by the FSDK.
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FS_DIRECTORY_ENTRY

typedef struct {
ULONG EntrySize;
ULONG LastDirectoryEntry;
LARGE_INTEGER CreationTime;
LARGE_INTEGER LastAccessTime;
LARGE_INTEGER LastModifiedTime;
LARGE_INTEGER Unused,;
LARGE_INTEGER ValidDataLength;

LARGE_INTEGER DiskLength; // storage - based
ULONG Attributes;
ULONG NamesSize; /I in bytes

UCHAR ShortNameSize; I/ in bytes

WCHAR ShortName[12];

WCHAR Name[1]; // and for the balance of this entry
} FS_DIRECTORY_ENTRY, *PFS_DIRECTORY_ENTRY;

The FS_DIRECTORY_ENTRY is usedd8/ READ DIRECTOMRMN point to allow the Wrapper to
enumerate the conters of a directory.

Time stamps are to be in Windows stand&wdmnat thatis the number of 100 nanosecond intervals since
January 1, 1601.

FS_DIRECTORY_ENTRY2

typedef struct {
ULONG EntrySize;
ULONG LastDirectoryEntry;
LARGE_INTEGER CreationTime;
LARGE_INTEGER LastAccessTime;
LARGE_INTEGER LastModifiedTime;
LARGE_INTEGER Unused,;
LARGE_INTEGER ValidDatalLength;

LARGE_INTEGER DiskLength; /l storage - based
ULONG Attributes;

ULONG NamesSize; I/l in bytes

ULONG EaSize; I/l in bytes

UCHAR ShortNameSize; /I in bytes

WCHAR ShortName[12];
WCHAR Name[1]; // and for the balance of this entry
} FS_DIRECTORY_ENTRY2, *PFS_DIRECTORY_ENTRY?2;

The FS_DIRECTORY_ENTRY2 is usedHSREAD DIRECTORWRY point to allow the Wrapper to
enumerate the contents of a directory.

Time stamps are to be in Windows standard format, that is the number of 100 nanosecond intervals since
January 1, 1601.
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FS_DIRECTORY_ENTRY3

typedef struct {
ULONG EntrySize;
ULONG LastDirectoryEntry;
LARGE_INTEGER CreationTime;
LARGE_INTEGER LastAccessTime;
LARGE_INTEGER LastModifiedTime;
LARGE_INTEGER Unused;
LARGE_INTEGER ValidDataLength;

LARGE_INTEGER DiskLength; // storage - based
ULONG Attributes;
ULONG NamesSize; /I in bytes

ULONG EaSize; //'in bytes

UCHAR ShortNameSize; /l'in bytes

WCHAR ShortName[12];

LARGE_INTEGER FilelD;

WCHAR Name[1]; // and for the balance of this entry
} FS_DIRECTORY_ENTRY3, *PFS_DIRECTORY_ENTRY3;

The FS_DIRECTORY_ENTRY3 is used-3/ READIRECTOR¥ntry point to allow the Wrapper to
enumerate the contents of a directory.

Time stamps are to be in Windows stand&wdnat thatis the number of 100 nanosecond intervals since
January 1, 1601.

FS_FILE_ATTRIBUTES

typedef struct {
LARGE_INTEGER CreationTime;
LARGE_INTEGER LastAccessTime ;
LARGE_INTEGER LastModifiedTime;
ULONG Attributes;
LARGE_INTEGER LastByteWritten;
LARGE_INTEGER ValidDataLength;
LARGE_INTEGER DiskLength;
ULONG LinkCount;
LARGE_INTEGER FilelD;

} FS_FILE_ATTRIBUTES, *PFS_FILE_ATTRIBUTES;

TheFS_FILE_ATTRIBUTEBSS dza SR (2 RSAONAOGS GKS a3ISYSNROE
directory. They correspond to the standard Windows file attributes, includingtiibutesfield which
indicates information includingead-only, system, kiden,andarchive.
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FS_GET_NAMES2_EXTENDED_INFO

typedef enum {
FsFileOpenByName = 1000,
FsFileOpenByld,
FsFileOpenByObijectld,
} FS_FILE_OPEN_TYPE, *PFS_FILE_OPEN_TYPE;

typedef enum {
FsCaseUnknown,
FsCaseSensitive=2000,
FsCaselnse nsitive,
} FS_CASE_SENSITIVITY_TYPE, *PFS_FILE_OPEN_TYPE;

typedef struct {
USHORT Size;
USHORT Version;
FS_FILE_OPEN_TYPE FileOpenType;
FS_CASE_SENSITIVITY_TYPE FileCaseSensitivityType;
UNICODE_STRING FileName; // READ_ONLY
IN OUT OPTIONAL PFS_FILE_HANDLE ParentDirectory;
IN OUT BOOLEAN FullPathNameReturned,;

} FS_GET_NAMES2_EXTENDED_INFO, *PFS_GET_NAME2_EXTENDED_INFO;

This structure is used with the FS_GET_NAMES2 Entry point to indicate to the FSD more information about
the nanes requested. Size will be set to the size of the FS_GET_NAMES2_EXTENDED_INFO structure and
version will be setto FS_GET_NAMES2_EXTENDED_INFO_V1. This structure is initialized by the FSDK.

FS_STREAM_ENTRY

typedef struct {
ULONG EntrySize;
ULONG NamesSize;
LARGE_INTEGER ValidDatalLength;
LARGE_INTEGER DiskLength;
WCHAR Name[1]; // balance of this entry; contains
/I portion of file name after the
/I colon (3)
} FS_STREAM_ENTRY, *PFS_STREAM_ENTRY;

TheFS_STREAM_ENTRsed to enumerate streams associated with a given file.

FS_VOL_ATTRIBUTES

typedef struct {
LARGE_INTEGER CreationTime;
ULONG SerialNumber;
ULONG LabelLength;
BOOLEAN Unused; // must be zero
LARGE_INTEGER VolumeSize; // in allocation
LARGE_INTEGER FreeSpace; // in allocation units
ULONG BytesPerAllocationUnit;

ULONG DeviceType; /l FS type, one of FILE_DEVICE_DISK_FILE_SYSTEM,

FILE_DEVICE_NETWORK_FILE_SYSTEM

ULONG DeviceCharacteristics;

WCHAR VolumeLabel[1]; / and for balance of entry
} FS_VOL_ATTRIBUTES, *PFS_VOL_ATTRIBUTES;

Thevolume attributesdescribe basic information about the underlying disk volume.
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FS _EXTENDED VOL_ATTRIBUTES
The following structure may optionally be used instead of t8e\FOL_ATTRIBUTES structure:

typedef struct {
LARGE_INTEGER CreationTime;
ULONG SerialNumber;
ULONG LabelLength;
BOOLEAN Flags;
BOOLEAN Unused[3];
LARGE_INTEGER VolumeSize; // in allocation units
LARGE_INTEGER FreeSpace; // in al location units
ULONG BytesPerAllocationUnit;
ULONG DeviceType; // FS type, one of DISK_FILE_SYSTEM,
NETWORK_FILE_SYSTEM
ULONG DeviceCharacteristics;
USHORT MaximumComponentNameLength;
USHORT FileSystemNameLength;
WCHAR VolumeLabel[ 1J; // and for balance of entry
/I file system name immediately follows the volume label
} FS_EXTENDED_VOL_ATTRIBUTES, *PFS_EXTENDED_VOL_ATTRIBUTES;

#define OW_VOL_ATTR_FLAG_EXTENDED (0x01)

In order to allow the FSDK to distinguish between the twe&, ¥OL_ATTR_FLAG_EXTENDED must be set in
the Flagsfield, which corresponds with a previously unused field in the volume attributes structure.

File Types
Thefile typesare used to distinguish the various potential types of objects represented by an
FS_FILEHANDLE.

#define OSRFS_TYPE_FILE ox1

#define OSRFS_TYPE_DIRECTORY  0x2
#define OSRFS_TYPE_SYMBOLIC_LINK 0x4
#define OSRFS_TYPE_OTHER OXFF

File Attributes
File attributes passed by the Wrapper are those used and defined by Windows:

#defi ne FILE_ATTRIBUTE_READONLY 0x00000001
#define FILE_ATTRIBUTE_HIDDEN 0x00000002
#define FILE_ATTRIBUTE_SYSTEM 0x00000004
#define FILE_ATTRIBUTE_DIRECTORY 0x00000010
#define FILE_ATTRIBUTE_ARCHIVE 0x00000020
#defin e FILE_ATTRIBUTE_NORMAL 0x00000080
#define FILE_ATTRIBUTE_TEMPORARY 0x00000100
#define FILE_ATTRIBUTE_RESERVEDO 0x00000200
#define FILE_ATTRIBUTE_RESERVED1 0x00000400
#define FILE_ATTRIBUTE_COMPRESSED 0x00000800
#define  FILE_ATTRIBUTE_OFFLINE 0x00001000
#define FILE_ATTRIBUTE_PROPERTY_SET  0x00002000
#define FILE_ATTRIBUTE_VALID_FLAGS  0x00003fb7
#define FILE_ATTRIBUTE_VALID_SET_FLAGS 0x00003fa7

Volume Attributes
Volume attributes used by the Wrapper heaa oneto-one correspondence with the following Windows
volume attributes:

FILE_CASE_SENSITIVE_SEARCH
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FILE_CASE_PRESERVED_NAMES

FILE_UNICODE_ON_DISK
FILE_PERSISTENT_ACLS
FILE_FILE_COMPRESSION

FILE_VOLUME_IS_COMPRESSED

FS OPERATIONS
The following describebe total set of operations that are provided by the file system driver (FSD) and the
data structure used to represent those entries:

typedef struct _FS_OPERATIONS {

UNICODE_STRING FsName; /I name of file system driver

ULONG Flags; /I flags

ULONG MaximumloSize; /I maximum /O transfer allowed, 0 = default

ULONG Attributes; /I FSD Attributes - OW_FS_ATTR_* listed below
ULONG ReadAheadSize; /I Maximum read - ahead size

ULONG WriteBehindSize;  // Maximum write - behind size

ULONG DirReadSize; /I Maximum rea d size for directory enum , 0 = default
PVOID UpcaseTable; /I FSD's u pper case table, 0 = default

ULONG AlignmentRequirement; // e.g. sector size -1 (511 for a 512 byte sector.)
ULONG Reserved[3]; /I Reserved for future use

PFS_OPERATIONS_FILTER FilterTable;

FS_MOUNT Mount;

FS_VERIFY Verify;

FS_UNMOUNT Unmount;

FS_FSCTRL FsCtrl;

FS_GET_QUOTA GetQuota;

FS_SET_QUOTA SetQuota;

FS_GET_VOLUME_ATTRIBUTES GetVolAttributes;
FS_SET_VOLUME_ATTRIBUTES SetVolAttributes;

FS_LOOKUP Lookup;
FS_LOOKUP_BY_ID LookupByld;
FS_LOOKUP_PATH LookupPath;
FS_SET_ACCESS_MODE SetAccessMode;
FS_RELEASE Release;
FS_CREATE Create;

FS_DELETE Delete;

FS_RENAME Rename;

FS_ACCESS Access;
FS_GET_SECURITY GetSecurity;
FS_SET_SECURITY SetSec urity;
FS_LINK Link;

FS_READ_SYMBOLIC_LINK  ReadSymbolicLink;
FS_WRITE_SYMBOLIC_LINK  WriteSymbolicLink;
FS_GET_ATTRIBUTES GetAttributes;
FS_SET_ATTRIBUTES SetAttributes;

FS_FLUSH Flush;
FS_SET_LENGTH SetLength;
FS_GET_EA GetEA,
FS_SET_EA SetEA;

FS_READ Read;

FS_WRITE Write;

FS_IOCTL loctl;

FS_READ_DIRECTORY ReadDirectory;
FS_READ_STREAM_INFORMATION ReadStreamiInformation;

FS_QUERY_PATH QueryPath;
FS_CONNECT Connect;
FS_DISCONNECT Disconnect;
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